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Key Definitions
Term

Clinical Information System (CIS)

Definition

The software used by the healthcare organisation that
allows for entry and access of a patient’s clinical
information

Electronic Health Record (EHR)

An online electronic application or repository through
which individuals can access, manage and share their
health information, and that of others for whom they are
authorised, in a private and secure environment. For the
purposes of this literature review, the My Health Record
is considered an EHR

Electronic Medical Record (EMR)

A clinical information system, internal to a healthcare
organisation, which stores a patient’s clinical information
and is accessed by healthcare providers

My Health Record

Australia’s national EHR, which is a summary of a
consumer’s health information that is sourced from a
variety of providers across the healthcare system, and
accessible by consumers and healthcare professionals
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Executive Summary

This literature review provides background information to inform the implementation and use
of the My Health Record in Australian emergency departments (EDs). The My Health Record
is considered a national Electronic Health Record (EHR) system. EHRs are a summary of a
consumer’s health information that is sourced from a variety of healthcare providers. These
providers can include general practitioners (GP), hospitals, specialists, and community
pharmacists. EHRs are different to an Electronic Medical Record (EMR), with the latter being
a system internal to a healthcare organisation, such as a hospital, and is only accessible by
healthcare providers. The findings from this literature review seek to address two principle
research questions:

¢ What are the benefits of using EHRs in hospital EDs?
¢ What barriers and enablers affect the routine use of EHRs by clinicians in hospital
EDs?

The report provides:

e An overview of the current status of My Health Record implementation, including
within EDs

e An overview of national EHR implementations in the UK, Denmark, Austria and
Canada, describing key EHR features, implementation approaches and application to
emergency care settings

e Literature findings in relation to the implementation of EHR in ED, including the
demonstrated benefits, and the barriers and enablers for implementation.

Benefits are examined in relation to the domains of safety, quality, effectiveness of care, and
efficiency. They are also examined from the point of view of patients, clinicians and
organisations.

Barriers and enablers are identified at various levels, including in relation to:

e The attributes of the overall My Health Record system
¢ The content and interoperability of the record

¢ Clinician-related factors

e Patient-related factors

¢ Organisational factors.

There is a gap within the peer-reviewed literature regarding EHR patient-outcome measures.
Many experts in the field suggest this reflects the absence of scientific frameworks in which
EHR systems are implemented, although there are examples of some states and territories
embracing a systematic approach to demonstrate the clinical value of their EHRs.

Limited information was found in the grey literature to demonstrate the benefits of EHR use
in emergency care, although the anticipated benefits are well documented in various high-
level strategies and plans for implementation.

The environmental scan demonstrated that international health jurisdictions varied in their
EHR implementation. Consumer-centred access control featured prominently in EHRs of
developed countries, highlighting that privacy remains a universal concern. EHR content

Implementation Method and Clinical Benefits of Using National EHRs in Australian EDs 5 of 90



focuses on patient demographics, treatment history, medications, allergies, and recent tests,

mainly pathology and diagnostic imaging.

Table 1: Summary of barriers, benefits and patient outcomes of EHR use in ED

Domain

Barriers

Benefits

Patient Outcomes

Patient safety

e Poor training and
awareness!’

e Poor system interface
between EHR and
EMR?3

e Access to critical
information in an
emergency situation40. 100

e Reduced duplication of
diagnostic imagings?

e Reduced duplication of
pathology?

¢ Reduced inappropriate
admissions1240

¢ Reduced adverse drug
reactions*

e Reduced radiation
exposures?

Quality of care

e Lack of trust with
content®’

¢ Poor accessibility?*

e Improved and timely
access to information for
complex patients with
multiple comorbidities®

e Improved decision-
making!?

e More appropriate carel?

p|ansl3, 15

Efficiency e Poor integration with e Improved workflow?!. 42 e Improved
workflows®® « Improved sourcing and communication®
e Poor useability and documenting of a
navigation of content® patient’s history5
Effectiveness | e Lack of content®® e Improved treatment ¢ Reduced readmissions®

12,15

In terms of barriers and enablers, studies® 1% have shown that ED clinicians’ interactions
with an EHR system are motivated by the availability of summary information, and by
accessibility through integration with ‘in-house’ clinical information systems (CISs). Research
has noted clinicians find this particularly useful for mostly complex patients with
comorbidities.'? Previous encounters, dispensed medications, pathology, and imaging
results are closely associated with an ED clinician’s decision to admit or discharge a
patient.’> Hospitalisations and readmissions are less likely if an ED clinician uses an EHR

during their examination and treatment.*?

The usability of EHRs within the ED setting is dependent on components of the EHR user
interface, such as system functionality, document display, and access to content.'® The
adoption of EHR systems by ED clinicians is impeded by poor functionality and lack of
integration with existing ED workflows.*° This is exacerbated during busy periods, which are
common in the time-poor environment of an ED.1% Clinicians have a low tolerance of access
delays to EHR content, generally being prepared to wait no more than three seconds.®’

EHR use by ED clinicians, on a regular basis as part of routine clinical tasks, is positively
associated with high rates of patient registration and clinical content.” EHR implementation
should be supported with training, no less than two weeks prior to ‘go-live’.** Investment in
suitable infrastructure can provide assurance to clinicians regarding dependability and speed
of access.® Lessons learnt from the international literature indicate adaptive changes must
receive the same due diligence as technical changes. *° The former point highlights the fact
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that users should be supported in adjustments to their work processes, which will assist in
embedding and optimising routine EHR use.
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1. Introduction

The My Health Record is a summary of a consumer’s health information, sourced from a
variety of providers across the healthcare system. The My Health Record is a national EHR
that allows consumers and healthcare providers to securely access a consumer’s health
information to aid in clinical care. Introduced in 2012, the system aims to provide an
additional source of information for clinical decision-making, to improve the care provided by
healthcare providers to consumers.

By December 2017, more than 5.4 million people had a My Health Record and 10,600
healthcare organisations were registered with the system.” Ongoing expansion of the My
Health Record system is a feature of the national health reform agenda to achieve greater
agility and sustainability in the health system, and is central to Australia’s National Digital
Health Strategy (2018-2022).° The National Digital Health Strategy was prepared by the
Australian Digital Health Agency (the Agency) and was approved by health ministers through
the Council of Australian Governments (COAG) Health Council.

The National Digital Health Strategy identifies digitally-enabled models of care that can
improve accessibility, quality, safety and efficiency. The National Digital Health Strategy
outlines six ‘test beds’ that aim to improve patient outcomes using digital health
technologies. Each test bed examines lessons learned from the implementation and roll-out
of different digital health technologies across a variety of environments. The test beds will be
evaluated to determine the integration of digital health technologies into existing clinical
workflows and the benefits to patient care models. The My Health Record in Emergency
Departments project is one of the test beds outlined in the National Digital Health Strategy.

The Agency appointed the Australian Commission on Safety and Quality in Health Care (the
Commission) to undertake the My Health Record in Emergency Departments project. This
project will examine how healthcare information can be shared across health and care
practitioners in real-time, to better support management of healthcare emergencies.

The objective of the project is to develop a national model for routine use of the My Health
Record system by clinicians in hospital EDs. To inform this project, and stakeholder
engagement activities, a literature review and environmental scan has been conducted to
assist in:

¢ |dentifying factors that facilitate or limit the uptake and use of EHRs in the ED setting

¢ Determining safety and quality considerations for routine use of EHRs in the ED

e Strengthening the development of a pilot model for routine use of the My Health
Record by clinicians in hospital EDs, by incorporating empirical data from scientific
and grey literature.

This literature review describes the findings from the peer-reviewed and grey literature, and
draws conclusions regarding the implications for the project. The findings will be used in
stakeholder activities, such as workshops and interviews, throughout the project.
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1.1 Theroles of the Australian Digital Health Agency and
the Australian Commission on Safety and Quality in
Health Care

The Agency is tasked with improving health outcomes for all Australians through the delivery
of digital healthcare systems and implementation of the National Digital Health Strategy for
Australia. The Agency was established on 1 July 2016 by the Australian Government as a
statutory authority and reports to all Australian governments through the COAG Health
Council. The Agency assumed responsibilities as System Operator for the My Health Record
system from the Australian Government Department of Health on 1 July 2016.

The role of the Commission is to lead and coordinate national improvements in the safety
and quality of health care. The Commission works in partnership with the Australian
Government, state and territory governments and the private sector to achieve a safe, high-
guality and sustainable health system. In doing so, the Commission also works closely with
patients, carers, clinicians, managers, policymakers and healthcare organisations.

1.2 The My Health Record in Emergency Departments
Project

The Commission, on behalf of the Agency, is undertaking a project to develop and pilot a
model to establish routine use of the My Health Record system by clinicians in hospital EDs.
Routine use of the My Health Record by hospital ED clinicians is expected to improve utility
for other healthcare providers and consumers.

The project is an extension of the Commission’s clinical safety review program of the My
Health Record. In September 2016, the Commission completed and submitted clinical safety
review 7.1 Assessing the Impact and Safety of the Use of the My Health Record System in
Emergency Departments to the Agency. The review analysed the extent of use of the My
Health Record by clinicians in EDs and the impact and implications of clinician use.

The review found that jurisdictions have made progress in building the technical capability to
upload and view information held in the My Health Record system in ED settings. Several
public and private hospital ED are connected to the My Health Record system, but this has
not translated into clinicians’ routine processes, and use of this capability remains low.

Following receipt of clinical safety review 7.1, the Agency sought advice from the
Commission to establish a project that would develop and pilot a model for increasing the
adoption and use of the My Health Record system among ED clinicians.

ED clinicians often require information external to the hospital’s CIS and medical records.
The My Health Record can provide ED clinicians with supplementary information that may
be applied to patient care. The My Health Record in ED project is potentially adaptable for
use in other healthcare settings, as a number of the barriers and enablers of EHR use by ED
clinicians are common to other healthcare providers.

The project model will be developed based on the My Health Record participation trials
conducted in June 2016 by the Primary Health Networks (PHNs) of Nepean Blue Mountains
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and Northern Queensland. Within these PHNs are Local Health Districts (LHDs) or Hospital
and Health Services (HHSs), which oversee several public hospitals and services within their
organisations. The Commission will work with hospitals to develop the model over the
course of the project. This model will then be piloted in other hospitals in Australia.
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2. Background

2.1 Overview of Australia’s My Health Record

The Australian Digital Health Agency released the National Digital Health Strategy in August
2017. The strategy proposes seven strategic priority outcomes to be achieved by 2022.°

Figure 1: Strategic Priorities of the National Digital Health Strategy®

Better health for all Australians enabled by seamless, safe, secure digital
health services and technologies that provide a range of innovative, easy to
use tools for both patients and providers.

Vision

1 2 3. 4.

Support me in Help all the people Create an environment Preserve my trust
making the right who care for me to where my healthcare in the healthcare
healthcare choices, understand me, providers and | system and protect
and provide me and together, can use and benefit my rights

with options provide safe and from innovative
personalised care technologies

Key Themes

1. Health information that is available whenever and wherever it is needed

2. Health information that can be exchanged securely

3. High-quality data with a commonly understood meaning that can be used with confidence
4. Better availability and access to prescriptions and medicines information
5

. Digitally-enabled models of care that improve accessibility, quality, safety and efficiency

Strategic Priorities

6. Aworkforce confidently using digital health technologies to deliver health and care
B A thriving digital health industry delivering world class innovation

The My Health Record system is a feature of the National Digital Health Strategy and is
comprised of information and communications technology (ICT) infrastructure that facilitates
and supports the collection, use and disclosure of health records from many sources. Under
the My Health Record system, a consumer’s health records are either uploaded into the
National Repositories Service (NRS) or obtained from participating repositories. The NRS is
the database system operated by the National Infrastructure Operator, which holds the
datasets that make up a My Health Record. Individuals can access their My Health Record
through the online consumer portal via the Australian Government’'s ‘myGov’ website.

The My Health Record system has the following document types:

e Shared health summary
e Event summary

e Discharge summary

e Medication records
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e eReferral

e Specialist letter

e Medicare records, including Pharmaceutical Benefits Scheme (PBS) and Medicare
Benefits Schedule (MBS) items.

A shared health summary (SHS) is a clinically reviewed summary of an individual's health
status at a point in time, authored by an individual's ‘nominated healthcare provider’,
commonly their GP. The SHS may include information about a patient's medical history,
including medications they are currently taking, allergies and adverse reactions they may
have, or immunisations they have received. The uploading of an SHS is particularly relevant
for patients with chronic conditions and comorbidities.

An event summary differs from an SHS in that it can be created by healthcare providers
other than the individual’s nominated healthcare provider (for example, pharmacist, ED
physician or after-hours care provider) to record a significant health event. This would inform
other treating healthcare providers, including the individual's nominated healthcare provider.
An event summary includes details such as allergies and alerts, medications, diagnosis,
interventions, diagnostic investigations and observations.*

Patients are also able to add information to their My Health Record including:
e Personal Health Summary

— individuals can enter information about allergies and adverse reactions, and
current medications into their My Health Record
— this data can be viewed by healthcare providers

e Advance Care Directive Custodian

— individuals can enter the contact information of a person or organisation who is
the holder of their advance care directive (or ‘living will’)

e Emergency Contact Details

— individuals can create a list of important emergency contacts in their My Health
Record, which is visible to healthcare providers

e Personal Health Notes

— individuals can enter information to help them keep track of their health
— the system dates each note, which includes an entered title and the entered text
— the notes are not visible to healthcare providers

e Child development

— parents can record results of their child's scheduled health checks, childhood
development and other useful information.

The objective of the My Health Record expansion program is that, by the end of 2018, every
Australian will have a My Health Record, unless they choose to opt out. In addition, by 2022:

e All healthcare providers will be able to contribute to and use health information in My
Health Record on behalf of their patients
e Patients and consumers will be able to access their health information at any time
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online and through mobile apps

e My Health Record will be a platform for innovation in the provision of digital apps and
tools that will support Australians and their health providers to improve health and
wellbeing.®

2.2 Implementation status of My Health Record in
Australian jurisdictions

Prior to the introduction of the My Health Record in 2012, many Australian states and
territories were developing their own EHRs. The following is a brief summary of these
jurisdiction-based EHRs that existed prior to the My Health Record and how these EHRs link
with the My Health Record. Reference is made to the use in EDs where available.

2.2.1 Northern Territory

The Northern Territory’s My eHealth Record has been in operation since 2004.8! This
system was designed principally to overcome fragmentation of clinical information by
ensuring it could be quickly and easily accessed by participating healthcare providers.

During 2015, NT Health hospitals and health centres began transitioning from the My
eHealth Record to the national My Health Record system. Information in My eHealth Record
is still available to view; however, any new information is sent to a patient’s national My
Health Record, if they have one.

An evaluation of the My eHealth Record system was conducted in order to inform this
transition.®® The main findings related to: the value of the My eHealth Record system; the
gradual evolution towards critical mass; and the success factors, including implications for
the national My Health Record system.

Benefits attributable to the My eHealth Record service included:

e Increased access to consumers’ health information

¢ Reduced time spent sourcing health information

e Supporting providers’ clinical decision-making and patient safety

e Improved continuity of care

¢ Increased confidence for both consumers and providers

e Increased capacity to provide proactive population-based primary health care.

According to the evaluation, the My eHealth Record service was able to realise this value
through a gradual evolution towards critical mass, which in turn depended on:

e Population registration — 50% consumer registration appears to be associated with
the ‘tipping point’ at which the My eHealth Record service reached critical mass, and
usage increased markedly

e Provider registration — there was a steady increase in provider registrations from the
outset

o Sufficient record content — an increase was recorded in the number of documents
sent by GPs before there was an increase in the number of documents viewed,
implying the importance of having adequate content in the records.
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Factors identified in the success of the system and considered relevant to successful
implementation of the national My Health Record system included:

e Sustaining consumer and provider registration activities

e Stimulating content generation and utilisation across sectors

e Ensuring policy and technical frameworks remain flexible and are clearly
communicated

¢ Ensuring clinical governance mechanisms are in place to capture consumer input
and feedback

e Optimising CIS use to ensure high-quality data.

While not specifically referring to the use of My Health Record in ED, these factors are likely
to be applicable to EHR implementation across all settings.

2.2.2 Queensland

In Queensland, all public hospitals and health services are connected to the My Health
Record system (as of June 2016). This allows Queensland Health hospitals to send
discharge summaries to a patient’s My Health Record. In addition, all Queensland Health
clinicians can view a patient’s My Health Record through a specialised Queensland Health
application called ‘The Viewer'.®® The Viewer is a web-based application that displays patient
information from a number of Queensland Health clinical and administrative systems, such
as pathology results, radiology results, medications, allergies and alerts, outpatient
appointments, and care plans, as well as a record of encounters, including discharge
summaries.

From June 2017, Queensland GPs have been able to access patient healthcare information
from Queensland public hospitals via The Viewer. GPs are granted read-only access via a
secure online portal, once their personal and professional identity is confirmed. If patients
prefer their GP not to have access to their public healthcare information, they have the right
to opt out.

2.2.3 South Australia

In 2013, South Australia introduced the Enterprise Patient Administration System (EPAS), an
integrated electronic patient record system designed to provide a consistent and complete
clinical and administrative EHR for patients across all South Australian public hospitals and
health services.®® The system has the capability to automatically send discharge summaries
to a patient’'s My Health Record.

SA Ambulance staff also have immediate read-only access to the EPAS, allowing for more
timely and appropriate treatment in an emergency.

2.2.4 New South Wales

The New South Wales EHR system is called HealtheNet, which was implemented in 2014
and provides a statewide view of a person’s clinical history, including:

e Discharge summaries from NSW public hospitals
¢ Diagnostic imaging
e Hospital encounter history information from Emergency, Inpatients and Outpatients
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departments

o Patient identifiers from NSW public hospitals and a patient's national Individual
Healthcare Identifier (IHI)

¢ NSW Community Health Services episodes of care information

e Access to My Health Record Information.

The eHealth Strategy for NSW Health 2016—2026 guides continued development and
strengthening of e-health solutions across the state.®3

2.2.5 Australian Capital Territory

From March 2013, Canberra Hospital began submitting electronic discharge summaries to
the national My Health Record.! In September 2013, the ACT became the first state or
territory with the capability to access and view My Health Record information within existing
local CISs.!

2.2.6 Victoria

In November 2016, the Victorian Minister for Health released a digital health technology
strategy for Victoria, called Digitising health — how information and communications
technology will enable person-centred health and wellbeing within Victoria.'®* Some
individual hospitals have been developing interfaces between the hospital CIS and the My
Health Record. Victoria is now systematically coordinating the connection of public hospitals
to the My Health Record, with almost a quarter of public hospitals already connected. That
program will rapidly expand in early 2018.

2.2.7 Tasmania

The Tasmanian Health Service currently has a major project under way that will integrate the
My Health Record into the Digital Medical Record, which is the principal patient record
system.

2.2.8 Western Australia

Information sharing and management, including secure sharing of patient information to
improve patient safety, quality of care and care coordination, is one of the five priority areas
identified in the WA Health ICT Strategy 2015-2018.1% This includes plans to continue to
work with the Australian Government and other states and territories on the integration of My
Health Record with the WA Health system, but no further information about the progress of
this was available.

Overall, EHR implementation in Australian states and territories is at various stages. While
there has been little specific discussion about or focus on the use or availability of EHRs
within the ED setting by states and territories, it can be assumed that EHRs are as available
in EDs as they are in other parts of their respective hospitals.

2.3 Use of My Health Record in emergency departments

The nature of emergency medicine demands immediate access to health information. The
My Health Record will be valuable in an ED environment. Such an environment requires a
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full history of the patient to ensure health care is safe and appropriate for the individual's
needs. The potential benefits of supplementary information via the My Health Record
support the project focusing on an ED environment.

Healthcare providers can access a patient's My Health Record, including secured
documents, using an emergency access code or a ‘break glass’ emergency function. Such
emergency access is permitted under the My Health Records Act 2012. This states that the
authorised healthcare provider organisations are permitted to collect, use and disclose
information in a healthcare recipient’s digital record without consent if it is unreasonable or
impracticable to obtain consent from them or if it is deemed necessary for treatment. An
example could be if the healthcare recipient is unconscious in an emergency situation. In this
situation, emergency access is available for five days.®

Low uptake can also be attributed to lack of clinician awareness. The Commission’s findings
from clinical safety review 7.1 showed that ED clinicians had little exposure to the My Health
Record system. Additionally, the review showed that local policies regarding the My Health
Record system, in accordance with the My Health Records Act 2012, did not help to promote
overall awareness of system functions and its potential uses to ED clinicians.

The time-critical nature of access to My Health Record was emphasised by emergency
clinicians consulted during the review. Clinicians reported a preference for a ‘single
(information technology) home’, where they can access and maintain up-to-date patient
information. For example, this information includes laboratory results, diagnostic imaging,
private hospital attendances, and GP consultations. The clinicians who were consulted
identified that patient information required to assess and manage patients is ‘hard to find'.
Searching for this information requires ‘complex navigation’ through systems, which can
have a negative effect on the ED workflow.

As the My Health Record system matures and there is increasingly more information
uploaded into the system, this is expected to enhance both patient and clinician utility. The
transition to an opt-out environment, as part of the My Health Record expansion program, is
expected to further enhance the utilisation of the My Health Record system as part of clinical
care.
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3. Methods

A literature review was undertaken of peer-reviewed journal articles and databases. This
review was complemented by an environmental scan of international health jurisdictions and
their experiences with EHRs in the ED context. Grey literature was also examined, which
supplemented findings from the literature review.

3.1 Research questions

The following research questions were deduced from the project topic and were used to
guide the literature review:

1. What are the benefits of using EHRs in hospital EDs?
2. What barriers and enablers affect the routine use of EHRSs by clinicians in hospital
EDs?
The search strategy was designed to explore the following focus areas of the EHR literature:
1. Integration of EHRs and ED patient administration systems
2. Best practice of EHR usage within the ED setting

3. Barriers to EHR clinical use, particularly safety and quality risks and impacts on
workflow

4. Implications for education, training and implementation support requirements.

3.2 Terminology

A preliminary review of the area of study found that various terms are used to describe what
is referred to in Australia as an EHR. With this in mind, various terms were included in the
search strategy including Personal Health Record (PHR) and EMR,; this is despite the fact
that the latter term relates to internal, hospital-based electronic health systems in the
Australian context (Table 2).

Table 2: Terminology and abbreviations associated with EHRs

Search Term Acronym

1. Digital health record n/a

2. Electronic health record EHR
3. Electronic medical record EMR
4. Electronic patient record EPR
5. Emergency department ED

6. Health information exchange HIE

7. Health information technology n/a

8. Integrated health record n/a

9. National electronic health record NEHR
10. Patient access electronic record n/a
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Search Term Acronym

11. Patient electronic health record PEHR
12. Personal health record PHR
13. Personally controlled electronic health record PCEHR
14. Personally controlled health record PCHR
15. Shared health system n/a

n/a = not applicable

3.3 Peerreviewed literature

3.3.1 Inclusion criteria

A date limit was set at 10 years, between 2007 and 2017. This period was selected due to
the variable maturity levels of EHR implementation throughout international health
jurisdictions.

The literature review included papers published in English. Papers also included case
studies, commentaries, editorials and conference proceedings. Papers considered were
required to describe qualitative or quantitative evaluation regarding clinician use of an EHR
within an ED setting. A hand search of reference lists for articles that underwent a full-text
review was undertaken to capture all relevant papers.

3.3.2 Exclusion criteria

Papers were excluded if emergency care was provided outside of an acute hospital setting.
This resulted in the specific exclusion of emergency care delivered in an ambulatory care
setting, which predominantly affected literature originating from the United States of
America. Literature was excluded that did not specify that the EHR was accessible by
consumers or healthcare providers external to the ‘home’ healthcare organisation.

Literature that focused on other healthcare settings, such as primary care, was excluded
from the study. The key emphasis of the study is the emergency care setting; hence, to
maintain the scope of this report, any literature that refers to the implementation of an EHR
beyond the emergency care setting was excluded.

3.3.3 Search strategy

A search strategy based upon the research questions was refined with project team
members and independent advice from a clinical librarian and a senior research fellow.
Boolean ‘strings’ and operators, including the use of asterisks to encompass combinations of
a parent term (for example: ‘emergency* to encompass both emergency room and
emergency ward), were utilised in order to retrieve specific literature. ‘Emergency Service,
Hospital’ was used as a medical subject heading (MeSH) in the search query. This MeSH
heading and relevant entry terms contributed to the search queries, which were limited to a
search of title and abstract. Consideration was given to the use of acronyms that are
commonly used to describe ED settings and EHRs. Adjacency search functionality was
employed for ‘electronic records’, to ensure the capture of EMRs or EHRs. This reflected
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how such terms are used interchangeably due to the location and jurisdiction of the study as
described above.

Table 3: Search strategy

String no. | Search term

1 Emergency Service, Hospital/

2 Emergency hospital service*.ti,ab.

3 Emergency department*.ti,ab.

4 Emergency unit*.ti,ab.

5 Emergency ward*.ti,ab.

6 ED.ti,ab.

7 ER.ti,ab.

8 10OR20R30OR40OR50R60R7
9 Electronic Health Record/

10 Health Record, Personal/

11 EHR.ti,ab.

12 EMR:.ti,ab.

13 Personal* Health*.ti,ab.

14 Electronic adj2 (Medical or Health) adj2 record$.ti,ab.
15 90R1I00R110OR120R 130R 14
16 8 AND 15

17 limit 16 to yr="2007 - 2017"

3.3.4 Search results

The peer-reviewed search strategy produced 39 papers. There were 25 studies based in the
United States, eight in Israel, three in Australia, and one each in Finland, Japan, and
Norway.

Of the peer-reviewed scientific literature, there were 29 research papers, seven
commentaries and three systematic literature reviews. The majority of research papers that
employed a qualitative research design used surveys and semi-structured interviews.
Quantitative studies used track log-file analysis from EHR data. Seven papers used an
observational study to examine clinician interaction with an EHR system. Three papers used
a mixed-method analysis, with one of these papers having employed an EHR simulation that
replicated the cognitive time pressures of an ED environment.
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Figure 2: PRISMA flow diagram paper search and selection process
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3.4 Grey literature search and environmental scan

A pragmatic search was undertaken, which primarily focused on official websites of national
health agencies that have implemented EHRs, as well as organisations such as the
European Commission, the World Health Organization (WHO), the Commonwealth Fund
and the Organisation for Economic Co-operation and Development. The search also
included health informatics sites and grey literature repositories, including OpenGrey.

Additional grey literature was also explored via a hand search of reference lists of relevant
literature, including health agency reports, conferences and professional bodies. A list of
websites searched is included in Appendix 1.

The search sought to establish general information about EHR implementation to provide
context as to the applicability of the each country’s or each organisation’s experiences,
including through high-level strategy reports for digital health. It then focused on accessing
specific information relating to the experience in emergency care. Additional searches via
Google were conducted using terms specific to each country or organisation, for example
‘ELGA’ — the Austrian EHR system.

Given this broad scope, there were no specific inclusion or exclusion criteria. However,
papers meeting the inclusion criteria for the peer-reviewed literature search have been
specifically identified and included. These and are described in detail in the jurisdictional
overview (Section 4.1).

Countries or regions with national or provincial EHR systems were the main focus of the
search, owing to the similarity with the Australian context. The project brief nominated the
United Kingdom (and the individual constituent parts of the UK), Austria, Canada, Denmark
and Japan as suggested countries of interest. Canada was found not to have a national
system. The experiences of some of Canada’s provinces and territories were found to be of
relevance to the research questions, and a number had robust evaluation processes for their
digital health systems. These have been included as examples.

The jurisdictional search was also informed by a number of high-level documents describing
the status of EHR implementation internationally. These are shown in Appendix 2, and
include for example the 2015 WHO Global Survey on eHealth report.11° Appendix 3
summarises the results of this survey in terms of the countries that indicated that they have a
national EHR system, the year it was introduced and whether national legislation is in place
to govern the system. Based on this, some additional jurisdictions were included in the
search: Singapore, Israel, New Zealand and Ireland. It should be noted that some countries
with established EHR systems are not included in this summary as they did not consider
their EHR to meet the definition used in the survey, notably the United Kingdom. This
highlights the limitations of this survey and the challenges relating to the terminology in this
area:

EHRs are defined in the survey as!?®:

Real-time, patient-centred records that provide immediate and secure information to
authorised users. EHRs typically contain a patient’s medical history, diagnoses and treatment,
medications, allergies, immunisations, as well as radiology images and laboratory results. A
National Electronic Health Records system is most-often implemented under the responsibility
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of the national health authority and will typically make a patient’s medical history available to
health professionals in healthcare institutions and provide linkages to related services such as
pharmacies, laboratories, specialists, and emergency and medical imaging facilities.

While Israel has a national program, access to its health department website was not
possible (denied access via Google search). Limited information was available for
Singapore, Ireland and New Zealand, but all appear to be in the process of developing
national approaches. Jurisdictions for which required content was not available in English
were not included.

For the jurisdictions selected, including the Australian Commonwealth, states and territories,
the search sought website content, policy documents, strategic plans and annual reports
referring to implementation of EHR generally and specifically in EDs or other emergency
care settings. The search encompassed websites focused on e-health as well as emergency
care in order to capture information relevant to the emergency care setting. In view of the
potential importance of education and training as factors relevant to the study, some
education focused websites were also included.

3.4.1 Search results

The environmental scan, including grey literature, produced a large volume of background
literature that has been used to provide context to the specific ED-related literature. This is
referenced but not counted as meeting the literature review criteria. Nine documents were
found that related specifically to the evaluation of EHR in EDs and met the inclusion criteria
for the peer-reviewed literature (see Figure 2).

3.5 Collation and presentation of findings

The general information from the environmental scan was collated to establish profiles for
the selected jurisdictions. These are outlined in section 4.1 of this report. This section also
summarises the findings of evaluations specific to these jurisdictions as found in the grey

literature search.

A summary of the key features of the included national EHR programs (Australia, Austria,
Denmark, England, Scotland, Wales and Northern Ireland) are tabulated in Appendix 4.

The combined findings of the peer-reviewed literature and relevant grey literature in relation
to the two research questions are shown in sections 4.2 and 4.3.
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4. Findings

4.1 Overview of international jurisdictions implementing
Electronic Health Records in emergency care

The grey literature review describes various large-scale EHR implementations, including
implementation in emergency care settings.

The accuracy and completeness of shared records is variable, and implementation of EHR
systems has proceeded at different speeds in different areas and settings. Some EHRs are
special-purpose summary-care records stored in central repositories. Others take a
decentralised approach by creating a virtual record that is assembled via links to other data
repositories. Some take a combined approach, such as providing a centralised summary
record that is accessed regionally through local data-sharing portals that host a regional
hospital and other local service data. Other jurisdictions take a less direct approach and
facilitate information exchange through the development of interoperability standards and
collaborative strategies. Content, system architecture, and implementation in most
jurisdictions continue to evolve.

The content of EHRs also varies considerably depending on the structure of the overall
health system. In countries where general practice digitalisation is well advanced, this has
formed the starting point for sharing across the health system. This contrasts with other
countries where the hospital system is advanced in terms of interoperability, and therefore
forms the basis of the EHR development and information-sharing.

Knowing these characteristics and foundations of EHRs is important for understanding the
application in EDs. For example, data from primary care may be used differently in
emergency care compared to data relating to previous hospital admissions, pathology
results, and pharmacy records.

The nature and implementation of the EHRs in the included jurisdictions is described briefly
in this section, together with any specific experience and evaluation in the emergency care
setting.

4.1.1 United Kingdom

England, Scotland, Wales and Northern Ireland have administratively separate health
systems, with different EHRs overseen by national or provincial information governance

structures and infrastructure, and guided by national or provincial digital health strategies.?*
45,52, 79

Each jurisdiction has a ‘summary’ record to support delivery of emergency and unscheduled
care. These are accessible via national or regional portals, which host or link to a variety of
other information sources. EHRs are generally not shared across borders, although there is
some interoperability of selected documents between Wales and England.
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Type of EHR

In England, the National Health Service (NHS) Summary Care Record (SCR) was
introduced nationally in 2008 to enable system-wide access to key patient information.”
Scotland has three different national summary records: the Emergency Care Summary
(ECS) launched in 2006; the electronic Palliative Care Summary (ePCS) record in 2009; and
the Key Information Summary (KIS) in 2013.48 %556 |n Wales, the Individual Health Record
(IHR) was implemented in 2005 and was renamed the Welsh GP Record in 2016.7 In
Northern Ireland, the Emergency Care Summary (ECS) was introduced in 2008.%°

All systems draw information from GP records through a unique patient identifier, and store
the information centrally as read-only files that cannot be changed by other providers
accessing the records. SCRs are accessible via portals that host other shared information
services and functions, including e-referrals and e-prescribing. The portals may be nationally
or regionally based.

Record creation

Records in all jurisdictions are created on an opt-out basis by the person’s GP, except for
the KIS record which is created on an opt-in basis. The KIS is a more comprehensive record
intended for patients with complex needs. Uptake of the systems at a GP level are therefore
high; for example, in England 99% of GP practices contribute to the SCR, and over 55
million SCRs have been created, representing 96% of people registered with a GP.% 7
Similarly, in Scotland the ECS was rolled out to individuals registered with a GP on an opt-
out basis, and by 2006 over 99.9% of Scottish residents had a record.*

Access by health providers and data security

While the records are created unless the patient has chosen to opt-out, each clinician must
obtain consent from the patient at each encounter in order to access the system, except in
an emergency where access protocols provide for clinician access. The systems vary in
terms of the access security processes, but at a minimum, users require authorisation to
obtain a user name and password, and can only access the patient record if involved in the
direct care of the particular patient. In England, healthcare providers must be specifically
approved to receive an individual smartcard and passcode. In some systems, access is also
restricted depending on the role of the person (called Role Based Access Control). Access
to the systems (portals) from within health services is generally facilitated by enabling direct
access from within the health service portal so that only one set of user credentials is
required.

The types of healthcare providers authorised to access the records varies between the
member countries. In Scotland, the ECS was initially restricted to authorised health service
providers in out-of-hours medical centres, NHS 24 (telephone and online based service),
and hospital EDs. Access has since expanded to include the ambulance service, hospital
pharmacists, hospices and secondary-care users.

In Wales, access is broadly available to hospital-based doctors and nurses, doctors and
nurses working in general practice and out-of-hours services, hospital pharmacists and
hospital pharmacy technicians. A 2016 review notes that plans are in place for use of the
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Welsh GP Record to be expanded to community-based pharmacists, emergency service first
responders and advanced paramedics directly involved in a patient’s care.®

In England and Northern Ireland, the records appear to be available to any health provider
authorised and directly involved in patient care.

A further security aspect in place throughout the UK is monitoring and auditing of access to
the records to prevent and identify breaches. For example, in England, each time an SCR is
viewed, an alert is generated on a system database called the alert viewer. Future plans
include enabling direct access to such alerts and records by patients. Presently, a patient
can ask an organisation with authority to access their EHR to show them an access report of
who has looked at their SCR; this is called a Subject Access Request.

Content

Content of the basic shared summary record is similar across the jurisdictions. In England,
the SCR contains patient demographics (name, address, telephone number, NHS number)
and core information consisting of medications (acute, repeat and discontinued repeat),
allergies and adverse reactions. Additional information such as significant diagnoses and
care plans may be added with the explicit consent of the patient. This expanded version of
the record is actively promoted to better address the requirements of managing people with
complex needs and has been a key factor in expanding uptake in the emergency care
setting.

In Scotland, the ECR also contains basic patient details (hame, address date of birth,
identification number — Community Health Index (CHI) number), emergency contact
numbers, medicines prescribed, allergies and adverse drug reactions. Additional information
can be added in free text if agreed by the patient and their GP. Similar to the expanded
SCR, the KIS, introduced in 2013 in Scotland, contains more comprehensive information
including: past medical history, baseline functional and clinical status, triggers for
deterioration, current care needs and arrangements, emergency contacts and next of kin
details, how far to escalate care, preferred place of care, final care, palliative care, and legal
issues such as power of attorney. The KIS also contains information about special alerts, for
example around staff safety. The level of detail will depend on the complexity of the patient’s
clinical condition. About 2—3% of Scottish patients have a KIS, selected by their GPs as
those with the most complex health or social care needs. This record is created on an opt-in
basis and therefore does not require additional consent to access for each service
encounter.

In Wales, the Welsh GP Record contains a range of information: patient's name and
address, GP practice, medication, allergies, medical problems that the GP manages, and
results of recent medical tests (blood tests and diagnostic imaging).

In England and Wales, sensitive information — such as information about sexually
transmitted diseases, fertility and embryology, foetal terminations, gender reassignment and
private discussions between a patient and their GP — is not included in the summary records.
It is not clear if such exclusions apply in Scotland and Northern Ireland.
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In Northern Ireland, the ECS contains information on drugs and allergies obtained from a
patient's GP record. The Northern Ireland Electronic Care Record (NIECR) platform, on
which the ECS is hosted, contains information from electronic records systems from
hospitals and GP clinics including, laboratory tests and X-rays results, allergies, medications,
and visits to hospitals (and out-of-hours centres). This platform was introduced in 2013.

Patient access and control

For all summary records in the UK, patients are not able to access the records directly and
must request a copy from their GP. In Wales, however, online patient access is planned for
2017. The requirement for all health professionals to seek specific patient consent for access
at each consultation is the main mechanism of patient control over the record.

Implementation in emergency departments

In England, the sharing of information to support the delivery of safe and effective patient
care in urgent care and emergency services was a focus of the Keogh review into
emergency services in 2013.%° The review identified the value of the SCR in these
circumstances (although not providing any specific evaluation) and has driven subsequent
implementation and promotion, including the publication of a range of guides which integrate
information-sharing and use of the SCR as a strategy for emergency care improvement.
These resources include:

e Transforming urgent and emergency care services in England — Safer, faster, better:
good practice in delivering urgent and emergency care. A guide for local health and
social care communities (2015)%2

e Transforming urgent and emergency care services in England — Clinical models for
ambulance services (2015)1°!

e A Quick Guide to Sharing Patient Information for Urgent & Emergency Care (2015).53

Use of SCRs is becoming part of standard clinical care in urgent and emergency care
settings, where more than 78,000 SCRs are viewed each week.%®

Use of the SCR is specifically mentioned in NHS England’s strategy document Next Steps
on the NHS Five Year Forward View as being necessary to achieve improvements in urgent
and emergency care delivery.”® According to ongoing plans for expansion of the SCR, by
December 2017 every ED, Urgent Treatment Centre and e-prescribing pharmacy will have
access to extended patient data, either through the SCR or local services that share care
records.”®

In Scotland, the ECS was created in response to a change in the provision of out-of-hours
primary care. Each of the 14 regional health boards operates an out-of-hours service, staffed
by nurses and GPs, that provides non-emergency primary care when GP offices are closed.
Each out of hours service has a central hub, and between two and nine satellite centres.
Prior to 2003, Scottish GPs were required by their contract with the Health Department to
provide out of hours care. In 2003, a new contract allowed GPs to opt-out of providing out of
hours care, which most GPs chose to do. It was subsequently agreed that, to provide
adequate quality patient care, the out of hours clinicians needed access to a subset of
patient data from GP electronic medical record applications (almost all GP practices in
Scotland already had EMRSs). The ECS was designed to meet this need. The ECS has been
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in use in EDs since 2006 and is considered to be well embedded.” It is also now accessible
(along with the expand KIS) to a range of unscheduled care providers including phone
based services (NHS24), accident and emergency departments, hospital pharmacy,
ambulance and out of hours clinics, as described above.

There is no specific information available on national websites regarding the implementation
in EDs in Wales and Northern Ireland.

Evaluation

There is limited information available via national websites regarding the evaluation of these
records in emergency care, although it was evident that pilot implementations had been
conducted when the records were initially introduced.

A case study relating to the Scottish ECS is included in the European Commission’s report
The Socio-economic Impact of Interoperable Electronic Health Record (EHR) and
ePrescribing Systems in Europe and Beyond (2009).%° It is one of nine case studies
evaluated using robust methodology exploring cost-benefit, time horizons of benefit and
impact on different stakeholders (organisations, clinicians, citizens). The benefits attributed
to ECS by the evaluation for various stakeholders are shown in Table 4.

Table 4: Benefits of the Scottish Electronic Care Record?®

Stakeholder

Healthcare
provider
organisations

Benefit

Patient safety and reduced risk

Comment

Fewer technical mistakes with associated
avoided effort, due to information availability

More effective healthcare

Quality from better-informed decisions

Integrating human resources
effectively

Facilitated seamless care pathways

Reducing patients’ waiting times

Avoiding complaints

and professional standards and
goal

Citizens Reducing the risks of technical Avoided unnecessary pain and discomfort
mistakes at the point of care
Enhanced continuity and a Supporting timeliness of care
smoother transfer between
different points of care
Saved time from avoiding More pronounced for patients with long-term
unnecessary or duplicate conditions and who may move location
procedures
Healthcare Provide services that are more Having the clinical and patient information
teams consistent with their high personal | they need is seen as an enormous

advantage; decisions made on the basis of
more information are seen as reducing risks

Work effectively as
multidisciplinary teams

Facilitated teamwork and communication

Save time

Reduce searching for information and fewer
repeated diagnostic tests

Provide more effective and
efficient healthcare

Unwillingness to return to pre e-health
working environments
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A smaller-scale local evaluation®® was conducted two years following initial implementation

of the ECS. The survey-based study conducted over a three-week period measured clinician
experience among clinicians working in the NHS24 telephone services and in EDs. It sought
feedback regarding overall utility of the record and whether it changed practice or care given.

A total of 68 replies were received from pharmacists, nurses and doctors. Overall, 93% of
respondents rated the ECS as helpful or very helpful and 47% indicated that it had made a
difference to their management of the patient.

NHS24 clinicians in particular reported being able to deal with queries about medication and
dosage without the need to refer the patient for a face-to-face consultation. ECS was found
to be particularly valuable for clinicians dealing with emergency admissions on public
holidays or weekends when there is no access to GPs, and for the ‘hospital at night’ teams.

The value in establishing current prescribed medications was highlighted, with clinicians
reporting reduced phone calls to GPs, and greater confidence in a written list compared to
phone calls with the GP. The pharmacists reported that some GP practices complain if a
phone call is made to check the medication, as the GP practices now feel that ECS makes
this unnecessary. A further benefit was for clinicians to be able to review records of the
approximately 3,000 (7%) patients per week attending an ED in a different Health Board.
The Scottish NHS is organised into 14 regional boards which are responsible for the health
of the populations in their areas.

More experienced clinicians working in the ED setting found that they looked at ECS records
infrequently, but when they did it was for the more complex cases, where the information
was considered vital. One consultant clinician said ‘I only access ECS once a day, but when
| do it is absolutely critical’. This leads us to consider the definition of ‘embedding’ in relation
to these records in ED, which in turn relies on an understanding of the purpose and value.

The evaluation concluded that clinicians perceived a positive impact on patient safety
associated with improved quality of the information available to them and the amount of time
saved.

A second phase of the same study surveyed 300 NHS24 call centre providers.®* It reported
that 81% of 118 respondents found the ECS helpful or very helpful in a current care episode.
20% indicated that it had changed their clinical management of the particular case. Again,
the benefit of accessing medication information faster than by traditional methods was
highlighted. On some occasions the ECS alerted clinicians to a clinically relevant fact (for
example, a nephrotoxic drug, allergy to erythromycin not penicillin) where this information
was not otherwise available.%

A qualitative case study published in 2007 examined the system-level factors affecting the
implementation of the ECS.*? It identified critical success factors including:

e The ECS had a specific purpose (to facilitate provision of unscheduled care) and was
made a clear priority by the Scottish Executive Health Department

¢ Clinicians were closely involved in the concept and design of the ECS: GPs decided
on ‘the dataset’ (the clinical information to be included); the ECS project board also
included clinicians from NHS24, the OOH services and emergency services
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¢ A wide variety of clinicians and medical associations was involved in developing the
security and access protocol, as well as the consent model — agreement on these
documents was instrumental in securing the agreement of GPs to share their data
through the ECS

e The Department provided each health board with a project manager and funds for
training and software rollout at OOH centres; the main task was training OOH
clinicians on how to use the ECS effectively

e Gaining the trust of GPs was a critical prerequisite for gaining the trust of citizens and
the media

¢ The Department successfully positioned itself as the ‘honest broker’ between GPs
(who are reluctant to expand access to the ECS because they view themselves as
the guardians of their patients' records) and other clinicians (who want access to
records).

In Wales, the results of a small local evaluation in emergency care were also found via the
grey literature search. In Gwent, a county in south Wales?, the Individual Health Record
(IHR, now called the Welsh GP Record) was piloted in a selection of unscheduled care
wards in the Royal Gwent Hospital in 2015. Aspects of the evaluation were reported in the
Community Health Council Annual Report 2015-16. The evaluation focused on patient
acceptability, which was measured via patient survey conducted over five days involving 117
patients. There was high patient support for the system, with the majority of patients stating
they would give consent to the consultant, senior nurse and pharmacist to access their IHR
summary. The report noted that giving consent to access appeared to decrease in line with
the grade or level of staff within the nursing and pharmacy teams. Patients who indicated
that they had already given consent to staff accessing their IHR summary felt it benefited
their care by way of faster diagnosis, quicker treatment and better communication between
professionals. The vast majority (91%) of patients surveyed supported the roll out of the IHR
system.

4.1.2 Austria

Austria is a federal republic comprised of nine provinces. Each province is divided into
districts. The Austrian healthcare system is regulated by the federal government with the
exception of the hospital sector, which is regulated by the provinces. In 2004, the European
Commission presented an electronic health action plan, which required all member countries
to commit to establishing national strategies and plans for the development of e-health
applications.?’

EHR framework

In 2005, a treaty between the Austrian Ministry of Health and the provinces included a
mandate to develop a national EHR called ‘Elektronische Gesundheitsakte (ELGA)'. A
framework devised in 2009 identified*’:

e Prerequisites for ELGA which include:

— legal measures and data protection — identifying need for specific legal
regulations in regards to EHRs, for example an ELGA law

— acceptance management — identifying the importance of collaboration with all
relevant stakeholders
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e Basic components of ELGA such as:

— patient and healthcare provider indexes

— authorisation of access to ELGA based on roles (role-based authorisation)

— specifications for interoperability and communication between healthcare
providers and sectors

— patient access portal to ELGA health data and general health information

— document storage registries

— national standards for document formatting

e Core ELGA applications and services which include:

— discharge summaries
— medication information
— radiology reports

— laboratory reports.

Content

Current content available through ELGA includes medical and nursing discharge letters from
public hospitals, laboratory data, radiology data, and prescribed medication (full roll-out
planned for 2018).°* Additional planned content includes:

e The patient summary — a comprehensive overview containing key information about
a patient ‘at a glance’, which avoids a collection of links to data documents

e Outpatient reports

e Pathology reports

¢ Imaging

e Mother-child pass

¢ Vaccinations and immunisation status

o Wills.

The ELGA portal contains a collection of links (references) to existing health data stored in
decentralised repositories.?” Prescribed medication data are stored in encrypted form in a
central repository.

Record creation

Citizens in Austria are identified through their social security number, which is used as a
unique identifier. All citizens with a social security number are automatically ELGA
participants (patients).

Patients can choose to opt out from ELGA fully or partially for certain functions of the system
(such as e-medication); or for certain encounters or durations (situational opt-out). For non-
sensitive encounters, a patient has to request a situational opt-out. For highly sensitive
encounters such as HIV infections, psychiatric treatment, genetic examinations, and
abortions, the healthcare provider is obliged to inform the patient actively about their rights to
request a situational opt-out. This puts the burden on the healthcare providers who have to
analyse and define considerations for a situational opt-out. Such considerations may include
who administers the situational opt-out, who addresses the patient regarding a potential
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situational opt-out encounter and at what point of treatment, and when the patient can
request a situational opt-out.

The opt-out can be revoked or changed at any time. However, previously saved data will not
be accessible (because it will have been deleted) for patients who choose to opt in again
after fully opting-out. Instead, the patient will start on an empty ELGA record. Patients can
regulate their level of participation online via the ELGA portal or in writing to the ELGA
opposition office.

Access by health providers

Only authorised ELGA healthcare providers and institutions are allowed and obliged to
create, host and access ELGA health data via the ELGA portal. The ELGA portal is
integrated into CISs.

ELGA healthcare providers (ELGA-GDA) include:

e Hospitals
e Mobile and stationary care
e Doctors

¢ Nurses, nursing institutions
¢ Dentists and dentists companies, dental practitioners
e Pharmacies.

Health professionals who cannot access ELGA include:

e Healthcare providers who were excluded from access by the patient

e Healthcare providers (for example doctors, dentists) in the service of social, state or
private insurance companies

e Healthcare providers in the armed forces

e School doctors.

A patient’s data can only be accessed by ELGA-GDAs if they are directly involved in the
patient’'s care. ELGA-GDAs need to authenticate their identity and treatment relationship
before ELGA access is granted, for example by scanning the patient’s e-card during
consultations with their GP or at a community pharmacy. Proof of treatment relationship
between a healthcare provider and patient is less clear in the hospital setting, with sources
referring to a ‘contact confirmation service’ that grants access after patient admission is
confirmed.®® %! The exception is during emergency situations where access is granted if
deemed necessary for treatment.

By default, GPs have access to patients’ ELGA health data for 28 days after proof of
treatment. Hospitals and care institutions have access to ELGA health data from the date of
admission until 28 days after discharge. The extended access duration allows further
retrieval of information that informs the patient’s ongoing treatment plans.

Pharmacies will only have access to ELGA health data for two hours after proof of treatment
relationship. Patients can, however, shorten or grant longer term access for their primary
healthcare provider or institution. The duration of access for hospitals cannot be extended.
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Every access to ELGA is logged. Patients can view access records and can report any
unauthorised access to ELGA online or in writing. In addition to these technical safety
measures, all organisations involved in ELGA are committed to information security
management protocols (ELGA Information Security Management System, or ISMS).3¢
Security audits are also provided for operators of ELGA components.

Patient access and control

Patients can access their health records via the ELGA portal after electronically identifying
themselves by means of using a citizen e-card or mobile phone signature.*® Patients are
given full access and rights in managing their health data. They can control the duration of
access to data, hide data by erasing document references links, prevent access by a
particular healthcare provider or institute, and monitor access logs.* However, patients
cannot change or contribute to data.

Implementation

As has been the experience in many other jurisdictions, simultaneous national rollout of the
comprehensive EHR has not been feasible. The rollout is therefore being undertaken in
phases® 37

e 2015 (December)

— ELGA trialled in public hospitals and nursing homes in Styria and Vienna
— an increase in availability of ELGA content such as radiology and laboratory
results and discharge summaries achieved

e 2016-2017

— ELGA rolled out to hospitals in remaining Austrian provinces
— pilot testing of e-medication function

e 2018

— ELGA and e-medication rollout planned for primacy care sectors.

There was no specific information available regarding the implementation within ED or other
emergency care settings.

Evaluation

There were no evaluation studies available in English relating to the ELGA implementation
generally or in emergency care.

4.1.3 Denmark

Denmark consists of five regions, which are responsible for healthcare service provision in
hospital, primary and secondary care sectors.

The healthcare sector is characterised by extensive digitisation, widespread adoption of
electronic communication between healthcare providers, and systematic use of data and
digitised working procedures. However, there remains a lack of coordination and a
fragmented approach, which has resulted in the deployment of multiple EMR systems in
hospital and primary care sectors with very limited interoperability.®° 61
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Reflecting the experience in other jurisdictions, a regional approach towards system
rationalisation and interoperability has been adopted, and an agreement was reached in
2011 whereby Danish regions would each assume responsibility for consolidating their
numerous EHR systems in hospital and primary care into a single coherent regional EHR
system, with a view to establishing a national system in the future. The goal was to
overcome interoperability by consolidating the number of hospital-based EHRs into one per
region by the end of 2013.60:61

The regions formed the Regional eHealth Organisation (RSI) to ensure collaborative and
cooperative effort and vision. A special public authority — the National eHealth Authority
(NSI) — was also set up by the state Ministry of Health in 2011 with the task of setting
national standards for e-health in accordance with the national IT strategy as well as
managing national IT projects and e-health systems, such as the Shared Medication Record
which is described in further detail below.

As of 2014, the regions managed to successfully reduce the number of different EHRS to six
systems.%?

EHR Framework

The structure of the national system is not dissimilar to other jurisdictions, with the main
elements comprising of an online portal, the Sundhed.dk, and the Sundhedsjournalen or the
National Health Record.

The online portal, Sundhed.dk, facilitates electronic communication between healthcare
providers and patients and access to health data.®® The portal integrates and links data from
hospital and primary care repositories, providing healthcare providers and residents with a
single point of access to health information such as medication history, laboratory results,
and medical records. Functions and services accessible on the Sundhed.dk portal include:

e Access to health record and data (National Health Record, Shared Medication
Record) by healthcare providers and patients

e Access to various e-services for healthcare providers and GPs including
appointments, prescription renewals, and electronic communication

e Contact and service information on other healthcare providers

e Information on health, disease and treatment (for example, medical handbook)

e Access to information on waiting times at all public hospitals and ratings of hospitals
in terms of patient-experienced quality and service

¢ Patient-to-patient dialogue — patient networks give the patient the possibility to
discuss their own disease and treatment with other patients with a similar diagnosis,
especially relevant for patients with a chronic disease

e Personal homecare and hospital solutions (for example, telemedicine, telehealth)

e Access to log data by patients who can view who has accessed their health data.

The Sundhedsjournalen or the National Health Record was built upon the foundation of an
existing system called ‘ejournal’.®” The ejournal was introduced in 2007 and initially allowed
healthcare providers and patients access to medical records from public hospitals. The
system was subsequently expanded in 2013 to include information from GPs such as lab
results and diagnoses, but not GP notes. The application was later relaunched in 2014 as
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Sundhedsjournalen and provided healthcare providers and patients an overview of patient
data stored across regions and within various health sectors. The Sundhedsjournalen
currently contains®’:

e Shared Medication Record

e Vaccination history

e Laboratory results

¢ Diagnostic imaging

e Hospital notes and treatments, including care summaries from hospital EHRs and
patient administrative systems

¢ An overview of services and consultations received from GPs and specialists

o Allergies

o Referrals from healthcare professionals

¢ Contact details of primary physician and other health professionals.

The Shared Medication Record is a centralised database developed in 2008 that contains
information about a patient’s medication history and current prescriptions.®® Healthcare
professionals and patients can view current and previous medication regimes. Patients can
also communicate to the prescribing health professional to renew medication prescription
when it runs out. Only health professionals who initially prescribed the medication can
update information in the SMR.

Record creation and access are governed by the following principles and requirements.

Record creation and maintenance

Patient consent for the creation of health records is not required, and patients are not
allowed to refuse registration of data in health records. This is in contrast to other
jurisdictions, where the preferences of the patient are central to system operation.

Only the institution or healthcare provider that has registered data on the health record can
edit it. If patients find their information is incorrect, they are required to contact the
department, doctor or hospital who has registered the data in order to change it.

Access by health providers

Health professionals are not required to obtain consent (implied consent) to access records
for provision of treatment and care. Again, this differs to other jurisdictions such as Austria
and those in the UK, which have greater levels of patient control over access to records.
This has led to criticism that the widespread and direct access of information by healthcare
providers endangers patients’ trust in the confidentiality of personal health information
retained by healthcare services.*?

Healthcare providers in hospitals can access Sundhedsjournalen which is integrated into the
hospital’'s CIS as part of their workstation, while GPs, specialists and patients gain access
via the Sundhed.dk portal.

Regulations stipulate different access rights for different healthcare professionals.
Healthcare professionals with immediate access to patients’ EHRs include:

e Doctors
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e Dentists

e Midwifes

e Nurses

e Social and health assistants
e Radiographers

e Ambulance technicians.

Other licensed healthcare professionals may seek authorisation for limited access to a
patient’s EHR.

In emergency situations, health professionals can make an ‘emergency extraordinary lookup’
and access locked health information without the patient’s consent if the practitioner deems
it necessary for emergency treatment.

While not encouraged and limited, patients can prevent certain aspects of their health data
(for example, specific prescribed medication, or diagnosis) from being accessed. This must
be done via the institution or health professional who registered the information. Healthcare
professionals must seek permission from the patient to access locked information. Patients
cannot block access to:

e Details of hospital treatments (for example, planned surgeries, which is registered on
the National Patient Registry)

e Consultations with GP or specialists

e Referrals

¢ Details of treatment agreements with hospitals

e Laboratory results.

Patient access and control

Patients have full rights to access their health record via the Sundhed.dk portal. To access
the portal, citizens must have a social security number, be over 15 years old, and have a
digital signature (NEM-ID). The NEM-ID is obtained by registering in person and submitting
their passport number for identification.

Data protection

Privacy and data protection are regulated locally via the data controller, which must have
systems in place to ensure personal data can only be accessed and processed by health
professionals with a treatment relationship. Access to any patient record is also logged with
information, including the time of access and the name of the healthcare professional’s
organisation. Patients can monitor their log file and report any unauthorised access to the
regional data protection agency. A bi-annual audit is conducted on a random sample of log
files and checked for irregularities. A letter is also sent to the patient if a health professional
without any treatment relation has accessed their data.

For access to health data, there is a delay between when data is first logged, to when it is
made available for patient access for ethical reasons such as preventing patients from
accessing data by coincidence before it is communicated by the treating healthcare provider.
Hospital data is generally delayed up to 14 days, though the length of delay varies from
region to region. Details about GP or specialist consultations appear approximately 45 days
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after the actual consultation for patient access. This has raised issues where patients are
denied access to information which they may wish to know about in order to plan for future
treatment initiatives.

Implementation in emergency departments

There was no specific information found regarding implementation in ED.

Evaluation

There were no evaluation studies available in English.

4.1.4 Canada

Framework

In Canada, EHR is being implemented regionally within the provinces and territories, based
on a nationally developed framework defining three main components?:

¢ Point-of-care system — that ensures that all healthcare providers have compatible
systems in place to send, retrieve, and manage health information within their
individual health settings; for example, EMR systems in physician offices or CIS in
hospitals

e Storage — a hub-and-spoke repository system where critical health information is
collected and stored in jurisdictional coordinated repositories. The EHR comprises
the following six core systems:

— unique patient identifier

— unique healthcare provider identifier

— diagnostic imaging systems

— laboratory information systems

— medication (drug) information systems

— clinical reports (for example, hospital discharge summaries, allergies and
immunisation)

e Connection — a secure pathway for movement of information within provinces and
territories and eventually across country, so that patient health information can be
quickly accessed and updated by authorised healthcare providers.

Each of Canada’s 13 provinces and territories has developed regionalised e-health
strategies and systems, based on the above components, which are at various stages of
implementation and maturity. Infoway, the national body overseeing this development,
measures EHR deployment and adoption across jurisdictions by tracking access to data
stored in repositories for the six core systems.?® Access to the EHR for authorised
healthcare providers differs across the country, with access made available through
integration of various point-of-care systems such as EMR and CISs, or through web-enabled
viewers that extract relevant patient data from various clinical databases and present the
information in a coherent, easy-to-digest manner.

It was beyond the scope of this review to investigate the EHR systems within all of the
provinces and territories. However, three EHR systems are briefly described as examples:
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ClinicalConnect in Southwestern Ontario

ClinicalConnect is a secure, web-based portal which aggregates real-time, patient health
information from primary care, acute care, long-term care, mental health, public health and
home care sectors and includes data from provincial repositories such as laboratory
information and diagnostic imaging information systems.2®

eChart in Manitoba

The eChart was implemented in 2011 and includes data from hospital, primary care sectors
and pharmacies which are uploaded to provincial repositories.! The repositories that are
currently connected to eChart include: prescribed medication, laboratory results,
immunisation records, diagnostic imaging and hospital encounters.

The Secure Health Access Record (SHARE) in Nova Scotia

SHARE is Nova Scotia’'s EHR.82 SHARE is a view-only clinical portal that aggregates data
from hospitals, private healthcare organisations (physician clinics, long term care facilities)
and community pharmacists. Data accessible on SHARE include: hospital admission,
discharge and transfer information; laboratory results; diagnostic imaging; select clinical
reports such as discharge summaries, history and physicals, and consulting notes; and
medication information.

Evaluation

Canada has approached the evaluation of its e-health initiatives in a structured and
systematic way, which is broadly relevant to the implementation and evaluation of My Health
Record, including implementation within ED.

Infoway has developed a Benefits Evaluation Framework!® and related resources to support
understanding of progress towards national and local objectives, to assist in identifying
barriers, and to facilitate communicating of successes and opportunities for improvement.8
The Benefits Evaluation Indicators Technical Report?* supports application of the framework
by providing key indicators across focus areas, focusing on realising the EHR'’s clinical
value. The technical report also includes measurement tools and other resources.

Benefits evaluations have been conducted in relation to the implementation of the provincial
EHR systems in Southwestern Ontario, Manitoba, and Nova Scotia. Their implementation
experiences are explored briefly below. There are many other resources®® and examples of
evaluations accessible online that have been conducted by Infoway, the provinces and
territories and digital health researchers.
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Figure 3: Infoway’s Benefits Evaluation Framework!®
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Other key resources include:

e Handbook of eHealth Evaluation (2016) — a practical guide on the evaluation of
eHealth initiatives®

¢ Health Information Network Leading Practices (2015) — a report detailing leading
practices from around the world in the creation or operation of health information
networks or exchanges??

o Canada Health Infoway Benefits Evaluation Indicators Technical Report (2012) — key
measurement indicators and guidelines for evaluating benefits of ICT systems in
health.?

Ontario

eHealth Ontario has recently published an evaluation report (Benefits Realisation Update
2016)%* on the clinical value and progress of EHR development and implementation, based
on Ontario’s e-health blueprint.®*

The report describes a combination of different evaluative methods, such a real-time studies,
clinician and patient surveys, and ‘data mart analysis’, to gain a broad understanding of how
the EHR is being used to provide patient care.

While not specific to ED, some of the benefits described include:

e Improvement in a number of performance indicators, such as '30-day readmission’
and ‘time to treatment’

¢ Increased confidence of clinicians regarding clinical decision-making

e Avoidance of lab test duplication

¢ Enhanced efficiency and productivity reported by users.

In addition to this main report, one small study was identified investigating use of
Southwestern Ontario’s EHR, ClinicalConnect, in ED. An ED physician tracked his use of
ClinicalConnect over a nine-shift period in May 2015.28 The aim of the study was to
document the effects of using the EHR to check for clinical information from across the
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health system on patients’ perception of care, and the extent to which clinical decisions
changed as a result of the physician being better informed.

The ED physician saw 170 patients over a nine-shift period. ClinicalConnect was used to
gather additional information for nine patients (5.3%) and influenced the care of six patients
as follows:

e Three patients had previous laboratory and diagnostic information which influenced
their care

e One blood transfusion was avoided by comparing the patient’s current tests to
historical trend

e Two admissions were avoided based on data from other hospitals (for example,
diagnostics, transcription and laboratory data).

ClinicalConnect was found to be useful for complex patients because they have had
investigations in other facilities and tended to have multiple complex chronic conditions (for
example, cancer patients and trauma patients). Historical treatment information and
laboratory results informed better care. Results from this one case suggest that use of
ClinicalConnect in ED (estimated between 5-10% of presentations) can contribute to better-
informed decision-making that can reduce tests, treatments and admissions for patients who
can be cared for in other settings.

Manitoba

In Manitoba, a benefits evaluation study was conducted in 2012 on the first phase (early
implementation) of the eChart rollout across 33 sites (primary care clinics and EDs).32 The
evaluation explored the factors affecting use of the record as well as the benefits realised
from the point of view of the users, which included clinical and non-clinical users.

Methods included interviews, focus groups, an online survey, and a review of eChart usage
reports for the period December 2010 to January 2012. Interviews were conducted at 19
sites with 95 individuals including physicians, nurse practitioners, allied health professionals,
office managers, and support staff. The number of EDs that participated in the evaluation
was small and most of the findings were not analysed separately for this setting. However,
some data were useful and are described below.

Usage of the chart appeared to depend on the nature of existing information available. The
eChart adoption was slower and usage lower in EDs compared to primary care, as EDs
tended to rely more on their in-facility online systems or access to other already-existing
external systems. This may reflect the early stage of implementation as well as the challenge
of incorporating use of the chart into ED workflows. Some clinicians stated that they would
probably either start using or increase their current use of e-chart when all clinical source
systems were linked and additional functionality and information (for example, imaging
results, ED patient discharge summaries and fact sheets) become available.

Use of eChart varied by site location, with higher frequency of use observed in southern and
rural areas in Manitoba compared with urban areas. Use of eChart was also found to be
higher when clinicians encountered new patients or for patients with complex medical
conditions.
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Participants were generally satisfied with the clinical domains accessible on eChart —
medication history, lab results, immunisation history and demographics. Usefulness of the
specific content domain (lab results, medication history, immunisation status, demographic
data) varied for different settings (primary care versus ED) and for different clinical roles
(nurse, physician, administration).

Participants also felt that information on eChart was reliable, accepting the limitations
described above in terms of incomplete system linkages. It was noted that different
laboratories updated their data at different frequencies ranging from daily updates to every
couple of days, which could have an impact on patient care. There were also issues
regarding the access to medication history associated with system screen design and search
functions.

Other barriers to implementation included:

e Maturity of the digitalisation of the service leading up to implementation, including
access to computer terminals in clinical areas

e Lack of clarity about when and where to access system support for various issues,
including roles of internal and regional IT support

e Lack of implementation support and lack of time to learn how to use the system
during busy work schedules.

Evaluation participants identified a number of enablers that may further support
implementation, including:

e Offering additional support to sites during implementation

e Engaging stakeholders for feedback and suggestions for improvement

e Engaging ‘champions’ or frequent eChart users to help promote eChart — during the
course of evaluation, frequent eChart users showed high enthusiasm towards eChart
and had much to share about their experiences with the system. Much value was
identified by users ‘telling their story’ to peers, describing lessons learned and
benefits of using eChart.

The evaluation identified a number of benefits observed from the clinician perspective as
summarised below. Note these are not differentiated for primary care and ED.

e Improved decision-making — ability to supplement information obtained from the
patient using eChart to provide a comprehensive medical history on which to base
clinical decisions

e Improved patient safety — ability to verify information reported by patients and
follow-through on discrepancies and avoiding potential adverse outcomes for patients

¢ Improved quality of care — particularly for complex or challenging patients, for
example for drug-seeking behaviour (eChart makes it more efficient to detect drug-
seeking activity); patients with chronic diseases who are taking several medications;
or where certain prescription medications have been tried but have not worked for
the patient

o Improved clinical efficiencies — checking existing lab results; viewing patients’
history of prescribed medication from pharmacies; creating treatment plans based on
established information

e Improved organisational efficiencies — less time on phone calls, faxes and other
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information exchanges; time savings were particularly noted for teens, immigrants,
mobile or transient patients, and patients with positive STI needing blood work

e Improved access to service — use of eChart during consultations has helped
increase patients’ awareness of healthcare services available to them

e Improved clinician and patient relationships increasing the level of confidence
patients have towards clinicians.

Nova Scotia

In April 2013, Nova Scotia began implementation of the SHARE, a province-wide EHR. An
evaluation study, comprising surveys and semi-structured interviews, was conducted in
November and December that year to establish usage and user satisfaction with the
system.’

A total of 496 active SHARE users patrticipated in the survey, including 179 who worked in
ED. Twenty healthcare providers (physicians, registered nurses, pharmacists, allied
healthcare providers, and administration staff) participated in the interviews.

Most survey respondents in ED (67%) indicated that they used the record for less than 25%
of their patients. This may reflect the value for particular patient types as identified in other
studies (for example, complex needs patients from out of catchment) but this was not
reported. It is also likely to reflect the early stage of the implementation, with some
respondents indicating that they had not had the opportunity to incorporate the SHARE
viewer into their workflow. For others, usage was low because they were using other
electronic systems that they were more comfortable with; they had difficulties remembering
multiple usernames and passwords or found it time-consuming to move between systems
(no single sign-on). Respondents however did believe the system was a valuable source of
information and that usage was anticipated to increase in the future.

The nature, extent and accuracy of information were also factors affecting usage, although
this date wasn’t differentiated for primary care and ED respondents. Overall, participants
were satisfied with the type of content available through SHARE, although a number felt
there was a lack of data such as historical data: ‘More information on SHARE would compel
me to start using it'. A number of participants reported additional information they would like
to see available through the SHARE viewer, including historical data, mental health
assessments, microbiology, cytology, blood products and transfusions, allergies, medication
lists and infection control reports.

In terms of information quality, 90% of all respondents felt that the overall quality of
information provided by the SHARE viewer was moderately to highly acceptable. The
majority also agreed that information was relevant (93%), accurate (87%) and was provided
quickly (87%). The lowest level of agreement (76%) was with respect to the completeness of
information. When analysed by profession, the differences in the level of agreement was
statistically significant (p<0.05), with 80% of nurses agreeing that information in SHARE is
complete compared with 57% of physicians. Nurses (86%) agreed that the format and layout
of information in SHARE is acceptable, compared with physicians (55%).

The majority of nurses (81%) agreed that the system ‘allows me access to patient
information more quickly’ compared to doctors (68%). Similarly, 83% of nurses agreed to
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that it ‘allows me to look at integrated patient information more easily’ compared to 64% of
doctors.

The evaluation highlighted a number of benefits experienced by clinicians using the SHARE
viewer such as improved quality of patient care, particularly for those patients who receive
healthcare in more than one district. Participants also liked the ability to access information
on a provincial basis to a reduced the number of redundant test orders.

If we didn’'t have SHARE we would either have to call [another facility] or we'd have to get the
blood drawn again, and that of course would be a test that was already done before but we
had no access to the information. It's extremely helpful.

The SHARE viewer also improved continuity of care which was facilitated by access to
information and communication between districts and between patients and providers.

SHARE seems to be a good and vital program that can be used for continuity of care no
matter what environment the patient is in.

Clinical efficiency was also enhanced where healthcare providers gained a better
understanding of patients’ conditions in a timely manner.

SHARE allows me a great understanding of [a] patient’s overall condition before formulating a
...treatment plan.

4.2 Benefits of electronic health records in hospital
emergency departments

4.2.1 Safety

Improvement in patient safety is the leading motivator for EHR implementation.** Patient
safety benefits from EHR use can include reduced adverse drug reactions*, reduced
radiation exposure (through unnecessary duplication of diagnostic imaging)®?, and improved
compliance with evidence-based guidelines.® These benefits have been reported in
qualitative studies of clinicians’ experience with EHR use.3928.32.39.74

Clinical information typically held in EHRs that is useful for ED clinicians to access may
include a patient’s medications from community pharmacies, hospital discharge summaries,
GP visits, allergy information, and immunisation history. This content can enhance the
thoroughness of a patient examination and avoid unnecessary admissions.*?4° Content-rich
EHR environments can validate clinical decision-making due to the discovery of relevant
supplementary information, which can increase clinicians’ confidence that a selected
treatment plan is the most appropriate.*® Clinical content that is typically accessible via an
EHR, such as from a GP, can provide a more complete patient history, which is likely to
influence a clinician’s decision to admit a patient.*3

Timely access to the most recent data supports safe patient care.*® 1% The literature shows
that recent imaging and lab results will discourage repeat duplicate tests.® The avoidance of
unnecessary diagnostic testing may be determined by the relevance of recent diagnostic
results to the patient’s condition.*? Therefore, repeat diagnostic tests in ED may be clinically
valid and justified even though similar tests were recently performed and available in an
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EHR. In this instance, recent diagnostic tests from the EHR may not avoid repeat testing in
the ED, but still support patient safety if incorporated into clinical decision-making.®

4.2.2 Quality of care

In ED, the EHR has the potential to improve quality of care by improving clinical decision-
making and improving continuity of care.

The literature shows ED clinicians access the EHR with a specific information need in
mind*2, which is often for patients who have higher comorbidities or pose greater diagnostic
challenges.? It is patients with significant complexities that are likely to be difficult to
diagnose and require detailed investigations compared to patients of less acuity.'*® Thus,
access to EHR content, particularly by healthcare providers that are external to the ED, will
enhance the thoroughness of a patient examination and support appropriate decision-
making, particularly for complex patients.1? 32 74

One study!® showed that viewing the medical history from the EHR produced a more
accurate differential diagnosis for patients presenting with chest pain. Other clinical
information typically found in EHR, such as previous surgeries, community pharmacy and
demography are influential to all differential diagnoses.*® A simulation has demonstrated that
when ED clinicians accessed the EHR there was an increase in the quality of clinical
decisions, more accurate diagnoses, and faster decision-making.!* These findings
demonstrate the usefulness of EHR content and how it assists ED clinicians to accurately
and appropriately provide patient care.!

The availability of EHR content, particularly a patient’s long-term history, is valuable for an
ED clinician when determining an appropriate treatment plan.'® > ED treatment also has the
potential to be less invasive and achieve greater patient satisfaction if EHR content is
used.?

A further benefit is that ED clinicians are less dependent on a patient or carer's memory
recall to obtain information that could be accessed via an EHR.% 1% One observational
study® showed that from 177 ED patient admissions, 37% of patients had missing
information that could not be provided by the patient or carer. A lack of information has been
shown to increase a patient’'s ED length of stay.® In the absence of an EHR, retrieval of
relevant clinical information from patients or their carers can lead to frustration or inaccurate
information.® This has the potential to affect clinical decision-making by ED clinicians, which
could diminish the quality of care provided. EHRs have the potential to serve as a healthcare
‘passport’ for patients, which can assist clinicians in the provision of quality care.!? Patients
can avoid having to repeat information that is otherwise available in their EHR. Supplying
this information to ED clinicians can be repetitive and cumbersome, particularly for patients
that frequently seek ED treatment from multiple EDs.®” The literature indicates that patients
and clinicians can utilise an EHR as a collaborative tool that promotes shared decision-
making and can enhance the quality of care provided.5! ™

An EHR system can enable improved communication amongst ED clinicians and between
them and their patients.® EHRs support a shared information exchange between emergency,
acute, primary and community healthcare providers, which benefits the patient by enhanced
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continuity of care.®? However, patient benefits are only realised if EHR content is viewed,
interpreted and applied to clinical care.*% 4

Clinical content can be easily retrieved and shared among healthcare settings, which is
critical to forming an appropriate plan of care.®* A comprehensive view of a patient’s medical
history supports the concept of seamless patient-centred care.*® Access to clinical content
from a variety of healthcare sources can advance personalised care and enhance the
coordination of patient treatment across multiple settings.*°: 62

4.2.3 Efficiency

ED workflow processes were improved when clinicians used available EHR information
components.’® Routine EHR use by ED clinicians has shown improvements in timely access
to previous patient information and time taken for clinical decision-making.' 4° The retrieval
of patient information external to the ED can improve in an EHR environment.># 190
Conventional access to this information, typically via fax or telephone, is considered
prohibitive to time-critical ED workflows.?* A study*® from the United States showed that
information retrieval via fax was the dominant method compared to an EHR. Once the
information was successfully retrieved, ED clinicians viewed this content via the EHR on
82% of occasions, compared to 55% when obtained via fax.%® The study demonstrated that
information retrieved via the EHR was viewed 51 minutes sooner compared to fax, which
reduced a patient’s length of stay by 10.5% from the average length of 503 minutes.*° This
study showed that timely access to information is the likely mechanism for this information
being viewed by an ED clinician.*°

Patient treatment time has been shown to decrease when ED clinicians used an EHR
system as part of their clinical care.” EHRs can mitigate congestion in the ED by decreasing
patients’ length of stay.® A prolonged ED visit can increase patient safety risks when access
to treatment is inhibited due to high patient volumes.*?> However, the evidence for using
length of stay to measure the effects of an EHR on ED efficiency is equivocal in the
literature. Papers** %7 that support its use are contrasted with studies® that show prolonged
length of stay may not imply inefficient performance. A study that showed an EHR had no
effect on length of stay suggested this was due to the fact that patients whose EHRs were
viewed had higher complexity.}* Other papers have supported the view that EHR use is
more likely with high-acuity patients.® Further research is justified to examine the connection
between EHR use and length of stay across a variety of acuity levels. There remains strong
evidence in the literature that patients’ ED length of stay is extended when information is
lacking®. This complements findings from other studies that show ED clinicians can spend
65% of their time on patient documentation.” The time spent by ED clinicians sourcing and
documenting patient information can be reallocated to applying this information if available
from an EHR.*°

Information reconciliation during triage and medical examinations can be expedited by
having access to the EHR. This information should be displayed by most recent results first,
as these are likely to be most relevant to the patient’s ED presentation. Routine EHR use
can shift information retrieval from an exploratory approach to validating pre-existing content
in an EHR. Studies? 1% 103 showed that EHR use was likely when data regarding recent
hospitalisations was indicated to ED clinical staff. ED clinicians make use of the EHR by
comparing diagnostic tests performed in the ED and retrieved results.®>” The literature
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suggests that diagnostic tests are more impactful on decision-making when the EHR is used
for comparative purposes.!!

Evidence to establish the effect of EHR use on patient outcomes remains scant in the
literature.*® Measurements of EHR use in the ED setting are focused on whether the clinician
admitted or discharged a patient.'® The incorporation of EHR content into ED decision-
making, and the longitudinal effects on the patient’s condition is vague.'* A systematic
review of 22 articles showed that no papers reported on clinical outcomes.!” Some studies!®
14 have explored ED readmission rates, which may provide insight into the appropriateness
of decision-making and patient care once a patient departs the ED. This is explored in the
next section.

4.2.4 Effectiveness

A number of studies® 12 15 have found that EHR use can reduce readmissions, typically
within a seven-day period. This can be attributed to improved decision-making and patient
treatment plans, as a result of ED clinicians using clinical information from an EHR system.!2
This may suggest improved effectiveness of patient examinations and avoidance of
unnecessary admissions.*?

The literature does not thoroughly explore the impact of an EHR on the efficacy of critical
care pathways that may reduce readmission rates.'* Studies'* suggest that viewing a
patient’s history leads to better decision-making; however, this finding remains equivocal in
the absence of qualitative data that verifies clinician behaviours and thought processes. A
study** has shown that viewing an EHR can reduce the probability of seven-day
readmissions by 7.7%. This finding decreases by 0.6% for each additional year of the
patient’s age.'* This may demonstrate that EHR use is more likely to reduce readmissions in
a younger population, due to less complex medical conditions.** This finding requires
scientific validation from an examination of factors that motivate clinician use, which
achieves this positive patient outcome.®®

The literature has shown that a clinician’s decision to admit a patient is less likely when the
EHR is accessed.? Information retrieved from the EHR can influence clinical decision-
making regarding admission or discharge from the ED.*® Previous history, diagnostic
imaging and pathology results have shown the strongest relationship with a clinician’s
decision to admit.*® This information, notwithstanding how recent and relevant the results, is
expected in an EHR system and influences admission decisions.*® One study?*°
demonstrated how EHR content can be the determining factor when discerning between two
closely matched differential diagnoses. For the simulated cases in this study, access to an
EHR was likely to produce a decision to discharge.® The authors acknowledge that the
study examined full EHR access or unavailability of the EHR.2° Further research is required
on the information components found in an EHR, both individual and in combination with one
another, and on the effect on an ED clinician’s clinical decision-making. This may reflect a
realistic ED environment, in which the completeness of an EHR will vary amongst a patient
population. This can affect the way in which ED clinical professions perform routine clinical
tasks.” EHR enablers such as training and usability must be adjusted based on potentially
fluctuating EHR use and application.®” This could set clinicians’ expectations and avoid
abandonment of an EHR system.1%
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4.3 Barriers and enablers of routine use of electronic
health records in hospital emergency departments

There is a large volume of literature addressing the factors influencing the implementation of
clinical information-sharing systems. High-level reports in the grey literature provide useful
context as many of these factors will apply to setting-specific implementation, such as in the
ED.

In particular, an insightful report by the National Advisory Group on Health Information
Technology in England reflects on the past difficulties of the ambitious and failed National
Programme for Information Technology (2002—-2009), and identifies a range of factors that
should be considered at all levels of implementation of such programs.10®

Written by Professor Robert Wachter of the University of California, the 2016 report draws
on experience from outside of the health sector, including financial services, retalil,
entertainment and others, to describe the ‘productivity paradox’ whereby the expected
outcomes of computerisation (improved quality, reliability and efficiency) failed to be
realised. The report identifies a range of common failings, including®:

o Failure to appreciate the complexity of large-scale computerisation

¢ Failure to gain buy-in of end users of the new systems

o Failure to achieve ongoing engagement of end users

o Failure to change the skill mix of the end users, or to enlist new individuals with the
appropriate skills to manage the change

o Failure to appreciate that digitisation completely changes the work — the nature of the
work, the tasks to be done, and who does them

¢ Under-budgeting — either in total, or by budgeting adequately for the purchase or
building of the system but failing to account for the need for implementation, ongoing
training and modification or innovations

e Failure to stage the implementation and going more quickly than conditions allow.

The author highlights a key theme in this list as the notion of ‘adaptive’ versus ‘technical’
change, a duality popularised by Harvard professor Ronald Heifetz.>° Technical changes are
straightforward and follow a series of steps towards the known outcome, like following a
recipe. Adaptive changes require people themselves to change and often require changes in
the system. One of the problems is that when digitising large organisations and systems
such as in health care, delivery appears on the surface to be a technical change, when it is
in fact an adaptive change, and one of the highest order.

The report goes on to describe a number of key principles and recommendations for digital
implementation, emphasising the importance of:

e Getting it right rather than getting it done too quickly, encouraging a staged approach
led by those that are ready to implement

e Addressing adaptive change by ensuring long-term engagement with end users, with
clarity around the goal of improving care rather than digitisation for digitisation’s sake

e Developing and sustaining local workforces to include well-qualified clinicians with
advanced informatics training

e Establishing local or regional learning networks to support implementation and
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improvement

e Linking funding to viable implementation and improvement plans, which reflect and
acknowledge digital maturity

¢ Embedding formative and summative evaluation to inform implementation and
assess the benefits and costs, including the impact on the satisfaction of healthcare
professionals.

Strategies to address these issues are common in high-level documents relating to EHR
implementation (including national and regional strategy documents), and these can be
usefully translated to specific settings such as ED.

Barriers to the acceptance of EHR by clinicians are also cited in relation to EHR
implementation, and these too may be relevant in the ED setting. In WHO Handbook for
EHR Implementation, which at the time of writing this report was planned for release in early
2018, barriers to the acceptance of EHR by physicians are identified as:

e Financial

— high start-up costs

— high ongoing costs

— uncertainty about return on investment
— lack of financial resources

e Technical

— lack of computer skills

— lack of technical training and support
— complexity of the system

— lack of customisability

— lack of reliability

— interconnectivity and standardisation
— lack of computers and hardware

e Time

— time to select, purchase and implement the system
— time to learn the system

— time to enter data

— more time per patient

— time to convert the records

e Psychological

— lack of belief in EHR
— need for control

e Social

— uncertainty about the vendor

— lack of support from external parties

— interference with doctor-patient relationship
— lack of support from other colleagues
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— lack of support from management
e Legal

— privacy or security concerns
e Organisational

— organisational size
— organisational type.

In relation to the ED setting it is likely that barriers and enablers will relate to a number of
main interdependent areas including:

e The wider system attributes of My Health Record, including participation among
health service providers and patients, governance and document security

e Attributes of the My Health Record and interfacing data systems, including the
completeness and reliability of the content and interoperability with existing systems

e Organisational attributes of participating health services and EDs, including digital
maturity, culture, implementation planning, training and education and IT support

e Attributes of users of the EHR, including clinicians and administrative staff

e Attributes of patients, including clinical acuity.

Ultimately, all these factors impact on two main drivers for use within ED, being the value of
the EHR to a clinician’s practice, and its ease of integration with their clinical workflow.

4.3.1 System-wide barriers and enablers

Many factors that influence implementation of EHR in ED will operate outside the ED and the
healthcare organisation.

Patient participation

The availability of a record for a particular patient is an obvious requirement for utility of the
EHR and uptake by clinicians in ED. This will in turn depend on high patient participation in
the program, which is influenced by consumer recruitment processes at a system level via
opt-in or opt-out requirements.

Data security is a particular factor that has influenced EHR implementation more broadly and
can influence patient decisions to opt in or opt out of the system. Multiple studies have
highlighted that the introduction of EHR systems has sensitised consumers to privacy-
related concerns.® #®: %" System governance and data security protocols are therefore
important system-level factors, as described in the jurisdiction examples in section 4.

Patient control of records

Enabling consumer control of their EHR is empowering for the patient; however, limited or
inaccessible content by clinicians may be a consequence. Consumer behaviour could be
driven by security concerns regarding unauthorised EHR access, as above. Mental health,
sexual health or HIV status are examples of sensitive information that consumers are likely
to apply access controls on their EHR. This raises the possibility that less accessible clinical
content may produce marginal benefit to clinicians using an EHR.%’
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Temporary access codes could be generated by a patient to enable clinician access, or
‘break glass’ access under emergency circumstances.!” Emergency access is a feature of
most EHR systems in other jurisdictions.3® % 7299 However, the impact of such authorisation
processes on EHR use has not been explored in the literature. A security breach of an EHR
system is likely to cause reputational damage that would deter clinicians from routine use.
Compromised EHR integrity, such as missing or altered information, can potentially have
legal ramifications for clinicians that act on such information.® The literature indicates that
EHR systems include sufficient privacy and security controls, which can establish trust in the
system by clinicians and patients alike.*°

Health provider participation

Participation by contributors to the dataset is also important for ensuring the completeness
and accuracy of the data and therefore the confidence in the data and the uptake within ED.
Campaigns to this effect have been conducted by some jurisdictions.”® EHRs compile
information from multiple data sources, which is supported by trust amongst healthcare
providers regarding the quality of shared clinical content. The literature indicates that
practices such as ‘cut and paste’ functionality in EHRs can produce errors, resulting in
corrupted data being propagated to other healthcare provider organisations.®” °> Concerns
regarding accuracy of medications information from GP records have driven the linkage of
EHR to community pharmacies in many jurisdictions. & Data-quality strategies, such as
standardised terminologies, can provide assurance to clinicians and promote EHR
information exchange.®®

Documentation and coding standards

Routine use of clinical information contained in an EHR system may introduce risks into
practice, such as incorrect patient-matching and poor workflow integration.®® These risks
could be mitigated with guidelines for ‘best-use’ and clinical documentation standards.” This
particularly applies to discharge summaries, which have shown to be a favoured information
source that clinicians seek from an EHR.® ED staff are often critical of poor-quality
discharge summaries and their limitations to change their templates independently of their
software vendor.® It is recognised that this cannot be achieved without the cooperation of
the software provider industry. Such standards would be best led as a system-wide
approach at a national level.®®

The utility of EHR clinical content can be enhanced by establishing a codified data structure.
A structured format for entering clinical information would support consistent interpretation
and practice.” National clinical terminologies could support the standardisation of EHR
content. EHR data quality is an inhibitor of clinician use that could be overcome by
established data standards.” ° National data standards underpin the utility of EHR systems
in most jurisdictions.

Secondary uses of data, such as research, public health, and health services planning, may
arise from standardised EHR data; however, this may have minimal impact on direct patient
care and thus on routine use by ED clinicians.
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User engagement

Finally, successful implementation begins at the system level. A well designed system that
considers user perspectives and places emphasis on user engagement from the very
beginning of the IT solution development is the one that will be used and will provide
value.®. High-level digital implementation strategies that integrate with emergency-care
strategies at a similar level have been found to be beneficial in driving change.®®

Demonstration of value including patient outcomes

A cited clinician motivator is an improvement to patient safety through EHR
implementation.** A ‘value-of-information’ model could be employed to demonstrate positive
changes to clinical decision-making following interrogation of supplementary information
contained in an EHR." ‘Best-use’ cases could incentivise clinicians to regularly access the
EHR; however, there are limited studies that show the impact of EHR use on patient
outcomes.®® Improved clinical decision-making and patient throughput in an ED are also
measures of EHR usefulness.®

System- and organisational-level implementation needs to incorporate evaluation to
demonstrate clinical value and thus support ongoing implementation and improvement. The
Canadian Benefits Evaluation Framework is a useful model in this regard.8-3

4.3.2 Record and interface-related factors

Content

Routine use of an EHR depends on the clinical content of the record, including the nature,

completeness and accuracy of the data. The literature shows that healthcare providers are
unlikely to continue using an EHR if the information they seek is unavailable or unreliable.®
40.95 As above, this is influenced by a range of system-level factors.

The use of ‘flags’ or ‘push’ alerts may encourage routine use, to notify clinicians that
information is contained in the EHR.*® Notifications may assist clinicians in avoiding a
patient’'s EHR if it were completely devoid of content, which may overcome clinician
discouragement had this record been accessed.®” % A study has shown clinicians prefer
visibility regarding what clinical documents are available in the EHR rather than accessing
the system to discover whether clinical documents were uploaded to a patient’s record.?®
Regular access and incorporation of EHR-related content into emergency care could be
realised when clinicians are automatically aware that such information exists.*

The availability of relevant information to support decision-making in ED has been shown to
be important for enabling use of EHR. In particular, access to pathology and imaging results,
previous encounters, such as GP shared health summaries, and discharge summaries from
other hospitals can enable clinicians to make better diagnostic and treatment decisions.®®
This includes the decision to admit or discharge a patient.

A content-rich EHR, which is typically a driver of routine use*?, could increase decision
complexity of busy ED clinicians with extreme time constraints.'* 1> Content-rich EHR
environments can validate clinical decision-making, by increasing confidence on a selected
treatment plan, or the discovery of unanticipated useful information. 32 42 74.100 The
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introduction of the more comprehensive KIS in Scotland and the ‘enriched’ SCR in England
reflect efforts to enhance the value of the record, particularly for patients with complex
needs.*® ’® This shows that routine EHR use by ED clinicians is encouraged regardless of
whether information discovered in an EHR system changes the emergency care provided.
Validation of existing treatment plans based on EHR content can also support ED
workflows. 11 42

The importance of dispensed medications in forming an appropriate emergency care plan is
a consistent finding from the literature.*® 1688 Accuracy of this information may be important
in ensuring routine use of the EHR in ED. For example, an evaluation of the Scottish system
found 36% of users in the NHS24 phone-based service found the medications recorded did
not always align with the patients’ reported medicines.® Further research shows that
dispensed medications from community pharmacies may have greater accuracy compared
to medication records from GPs.® Thus linking of EHR systems to pharmacy repositories is
now a feature of some EHR systems, as described earlier.

ED clinicians emphasised that clear, up-front documentation of known allergies and records
of adverse drug events would increase their likelihood of EHR routine use.® The literature
has shown that clinicians prioritised previous medications and allergies in an EHR,
compared to other clinical documentation.®

Lack of clinical content in an EHR can result in stress on both patients and staff, which could
contribute to additional workload for the latter.®® Findings from a study® suggest that
insufficient clinical content could contribute to a longer length of stay for ED patients. This is
repeated in the literature, which suggests incomplete patient records can impede care
coordination and introduce inefficiencies.®?

Timeliness or currency of information is also important. Clinician perceptions on EHR-related
risks focus on the potential extended downtime of an EHR system as the most serious safety
concern.® Access to the most recent data is another safety concern®, which has a particular
effect in the time-poor environment of ED.® In a Canadian evaluation, it was noted that
different laboratories updated their data at different frequencies ranging from daily updates
to every couple of days, which could have an impact on patient care.®

System interface

Clinicians expect fast response times for EHR access and review, with a study quantifying
this as five minutes or less.® The usability of an EHR is therefore dependent on its
integration with the ‘in-house’ ED CIS.%"® Single sign-on access to an EHR via internal ED
systems has been prioritised by jurisdictions® and must be achieved to encourage routine
use by clinicians.?* % This should be considered while balancing information security and
patient control considerations.

Visibility as to whether an EHR is available for a particular patient is also most effective
when incorporated into the ED CIS.%

Record presentation and functionality

The type and presentation of information contained in an EHR has been shown to influence
clinicians’ behaviour and interaction with the system.
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While access to adequate content is an enabler, a summarised display of information from
the EHR is preferred by clinicians in an emergency care setting.® The literature shows that
EHR access by clinicians decreases when information is not displayed in a summary format;
this is compounded during busy periods.8® 1% Given the time-poor environment of an ED, the
value of clinical content from an EHR may be enhanced if limited and summarised for
emergency care settings.® The absence of EHR summary data leads to frustration amongst
ED nursing staff.1%

In contrast, a study has shown that clinicians insist on the importance of all types of clinical
information typically found in an EHR; however, most clinicians used previous history,
medications and allergies for clinical decision-making.*® This polarising view suggests that
healthcare organisations may need to determine the depth of information provided to ED
clinicians, which supports routine use. EHR use may be enhanced by user-friendly search
functionality that could limit the content viewed by an ED clinician® and improve speed of
access.® This should be considered during the design of an EHR, as an overload of
information could introduce unintended safety consequences.® Poorly organised data,
unable to be categorised or trended, will deter routine use by clinicians.” ° The same
applies should clinicians have exceeded a certain amount of keystrokes or multiple screens
to navigate an EHR.” % EHR system features such as checkboxes and alerts may
encourage routine use; however, the literature cautions ‘alert fatigue’ in some instances.”
Clinicians are unlikely to use search and filter functionality to isolate specific EHR content
during peak demand periods.% 19 EHR adoption will be impeded if EHR design does not
reflect clinicians’ preferences and workflows.® Clinicians are then likely to revert to obtaining
information locally, such as ED-based diagnostic imaging and pathology.*® The literature
highlights the importance of understanding ED clinicians’ habits with EHRs, in order to
maximise EHR use.*®

4.3.3 Clinician-related factors

Clinical background

The peer reviewed literature predominantly focuses on EHR use towards medical staff. This
may limit the application of literature findings to the wider ED workforce; despite that ED
workflows are completed by a variety of clinical professions.® 8+ A qualitative study®, using
direct observation and semi-structured interviews, demonstrated that nursing staff used an
EHR to retrieve patients’ recent hospitalisations. In contrast, nurse practitioners and doctors
sought more open-ended data, and reviewed all EHR data retrieved to determine the
application to patient care.® Another study showed that EHR access to both medical and
nursing staff increased EHR usage compared to a medical-only model.>” These studies
indicate the value of a multidisciplinary approach regarding the integration of EHR systems
and ED workflows. A team-based EHR program has demonstrated robust planning and
greater implementation success.%

Demographic factors

Demographic factors of ED clinicians have been shown to affect EHR usage patterns and
behaviours. A study® regarding the implementation of EHRs in the EDs of a two-hospital
system revealed that EHR processing times of older ED clinicians was higher compared to a
younger cohort. However, the older cohort gained efficiency and no differences remained
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between the two groups 10 months after implementation. Whilst younger ED clinicians
showed greater adaptability to newly implemented EHR technology, routine use will achieve
efficiencies over time that will neutralise any impact regarding age. It would appear from this
study that an increase in ED patient processing time, immediately following an EHR
implementation, may be inevitable. Routine use can produce efficiency gains and exceed
pre-implementation baseline levels. ED clinical staff should be encouraged to routinely use
the EHR system rather than abandoning it. This study supports this theory as, on average,
processing time decreased by 0.014 percentage points for every additional patient treated.
There is a negative association between EHR system familiarity and processing time.®®
Another study that surveyed three neuroradiologists of varying experience showed the most
experienced clinician had rated EHR-retrieved data as having the highest clinical impact.*
While the generalisability of this study is limited due to the small study cohort, this finding
could indicate that experienced clinicians should take leadership roles to support EHR
adoption.®® An EHR implementation plan has a greater likelihood of success with the support
of senior ED clinicians, despite these users potentially being deterred by their own slower
processing times.®

Attitudes

Clinician attitudes can impede or enable uptake of EHR more generally and within the ED.

Clinicians’ attitudes towards EHR show a low tolerance for any increase in time to complete
ED workflows. Clinician behavioural traits and perceptions of EHR usability and usefulness
can present challenges to encourage and sustain routine use.

Attitudes are closely aligned to knowledge and skills, and most jurisdictions highlight in their
strategies the importance of training and education in supporting the capacity for
implementation and securing user confidence, uptake and satisfaction.

Reflecting the importance of clinical support for implementation, some jurisdictions
specifically acknowledge and prioritise the negative perceptions of medical staff in their
planning documents.>?

4.3.4 Patient-related factors

Clinical complexity and acuity

The value of the record for particular patient groups may be an enabler for use of the EHR
for particular populations.

As shown in one study, there may be greater value of EHR content for more complex
patients and when there is clinical uncertainty.* This could apply to patients requiring
immediate clinical attention, as these patients are likely to be unconscious or disoriented.!!
EHR use was positively associated with other patient characteristics such as co-morbidities®
and, frequent ED attendance.!® The literature shows a relationship between EHR use and
patient factors, such as acuity.'* ”® However, studies showed that EHR use deteriorated
during periods of high ED use or overcrowding?, particularly for patients with fewer
complications.%* 6°
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Caution must be exercised when using these factors to calculate ‘routine use’, as the
measurement could fluctuate based on the acuity of the ED patient cohort. Demographic
information can provide insight into the acuity of a particular ED, with low socioeconomic
status being a potential indicator of co-morbidities and chronic conditions. Hence, the health
status of an ED’s patient catchment area could indirectly determine clinicians’ practices
regarding EHR usage.

Patient participation and attitudes

As previously noted, routine use of EHR by ED clinicians will be positively associated with
high rates of patient registration. This will largely be influenced by whether patients are
registered to an EHR via an ‘opt-in’ or ‘opt-out’ model. In turn, patient participation will be
influenced by factors such as their perceived benefits and their confidence in data security
and control.

One small study from the grey literature sought patient feedback regarding use of the EHR
to support unscheduled care. The majority of the 117 patients involved were supportive of
clinicians accessing their health record, believing it to contribute to better and faster care,
and better communication with health professionals. However, the willingness to provide
consent decreased for lower-level staff.

4.3.5 Organisational factors

A barrier to successful EHR implementation and adoption can be the local healthcare
organisation environment. This may include insufficient infrastructure and funding, change
management, and organisational culture and readiness.” In turn these impact on the ability
of the organisation to address key issues such as the integration of EHR into ED workflows.

Integration with ED workflows

A frequently cited barrier to routine use of EHR systems by clinicians was the detrimental
effect on ED workflows.® 5* % Interoperability between EHR systems and existing CISs is an
enabler of routine use, as previously discussed, and this impacts on workflows.”
Conversely, integration of an EHR with ED clinicians’ workflows can demonstrate benefits to
patient care and support routine use.1%04°

There is a perception among clinicians that the introduction of EHRs will disrupt workflows
and result in more time spent on clinical documentation. The literature supports this
perception, evidenced by studies that show time to complete work immediately following an
EHR implementation exceeded pre-EHR baseline levels.® ”® EHR implementations have
shown to result in reduced clinician productivity, with productivity returning to baseline levels
after three®® to four months.®” In some instances, clinician productivity improved beyond
baseline levels after 10 months.?® This demonstrates the importance of a realistic
communication strategy to clinicians to mitigate discouragement and fatigue.1®

Workarounds may be attractive to clinicians who wish to avoid time-intensive processes,
which may be exacerbated during high patient volume periods in an ED.”® An observational
study highlighted the importance of clinician engagement prior to EHR implementation, in an
effort to address such EHR limitations.1°
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To minimise the impact of EHR implementation on time-critical ED workflows, the literature
suggests that clinician requirements are ideally identified prior to development and
implementation of an EHR system. By identifying such requirements prior to EHR
implementation will support better integration of the EHR with existing systems and
infrastructure.” EHR use should be determined by ED clinicians themselves, as they are
familiar with what points of emergency care will influence usability. For example, an
observational study showed that the majority of ED clinicians used an EHR following a
patient examination, as opposed to either before or during.® A clinical-led approach will
support local decision-making regarding EHR use.® This approach may encourage clinician
ownership and overcome the perception that EHRs have a detrimental effect on ED
workflow. To overcome resistance to routine EHR use, users must embed the EHR into
routine processes such as patient history-gathering, handover, clinical pathways, patient
transfers and triage.>* Consultation with ED clinical staff, led by senior clinical leaders, can
validate the most suitable ways to ‘hard-wire’ the EHR into workflows and accomplish routine
use. Adjustments to workflows need to occur as additional clinical content becomes
available, particularly diagnostic imaging and pathology. Optimisation of EHR integration
with ED workflows must occur in a post-implementation environment.®® Low EHR adoption
and usage are likely consequences should optimisation fail to occur.

EHR use may be encouraged if incorporated with clinical guidelines.> Conversely, routine
EHR use is inhibited in the absence of guidelines that support EHR clinical practice.”™

The implementation of an EHR will change the communication patterns and practices of ED
clinicians.*® Any disruption caused by these changes should be accounted for by an EHR
implementation team; otherwise, EHR adoption may be compromised.®®

ED and organisational culture

The ED environment could influence the way in which clinicians interact with an EHR
system. An American study®? undertook a retrospective analysis of ED diagnostic imaging
patterns over a three-year period. This study showed that clinicians associated with larger
EDs are more inclined to repeat diagnostic tests otherwise found in an EHR. This finding is
attributed to the cultural preference of larger EDs and their more intensive use of medical
technology. Greater availability and capability of diagnostic imaging may take precedence
compared to reliance on previous results contained in an EHR. A Japanese survey study of
215 hospitals suggested that teaching hospitals were most likely to use EHRs.%* The study
lacks any explanation as to why teaching hospitals possess EHRs compared to their non-
teaching counterparts. It is speculated that teaching hospitals may attract more funding to
support an EHR implementation. The literature has shown that small hospitals and non-
teaching hospitals are less likely to overcome barriers related to EHR implementation,
including financial issues.*

Infrastructure and digital maturity

The successful implementation of EHR systems is contingent on infrastructure.®® The speed
of an EHR system may be a stronger determinant of clinician use compared to access and
content.®®. Poor infrastructure will impede routine use, as often this affects speed of access
and retrieval of information from the EHR.5®
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Surprisingly, there were no studies between the time taken to retrieve patient information
from an EHR compared to conventional methods, such as telephone- or fax-based
approaches.® The latter are believed to be the most time-consuming.?* Time saved by
obtaining information expeditiously from an EHR can improve the likelihood that such
information will be incorporated into clinical decisions.*® An American study®’ showed that
clinicians had little tolerance for EHR delays lasting more than three seconds. Rural EDs
may be predominantly affected, as connectivity outside metropolitan areas can be limited.

Designated clinician workstations and large screens that minimise scrolling have been
suggested to encourage EHR adoption.?” Infrastructure and software functionality
impediments must be rectified to deter clinicians from introducing workarounds.”s: 6 9

Overall digital maturity of organisations is also a factor that may enable or impede EHR
implementation in general and within the ED. Some jurisdictions incorporate measures of
digital maturity to inform expectations and guide planning within individual services and to
prioritise resource allocation.

Failure to invest in EHR infrastructure may impede timely access, and could have a flow-on
effect on retrieval and application of EHR content.

Training to support implementation

Most other jurisdictions highlight the importance of training and education in supporting the
capacity for implementation and securing user confidence, uptake and satisfaction. The
education focuses not only on the use of the system per se, but also on governance
requirements to ensure users are well aware of their obligations in this regard. Most
authorisation processes mandate such governance training.

Reflecting the importance of training and education in achieving the vision of digital health
care, the Health Education England Strategic Framework’” (updated February 2017)
identifies:

Health and care organisations must discard old ideas about IT skills. In future, all members of

the health, care and social care workforce must have the knowledge, skills and characteristics
that are necessary to embrace information, data and technology, appropriate to their role.

This broader concept of integrating digital education into health education is worthy of
consideration, alongside specific education in relation to the My Health Record.

Specific resources to raise awareness and support uptake of EHR in emergency care have
been developed. Some examples include:

e Summary Care Record (SCR): The value of the SCR in Urgent Care (YouTube
video)™®

e The NHS Summary Care Record: Supporting person-centred coordinated care
(PowerPoint slide)*®

In other jurisdictions such as Alberta in Canada, learning centre websites? have been
developed to facilitate access to educational material.

Implementation Method and Clinical Benefits of Using National EHRs in Australian EDs 56 of 90



Integration of information-sharing into emergency care planning at all levels appears to have
been successful in supporting the uptake of the SCR in England. This has flowed from the
Keogh Review conducted in 2013°%°, which has led to Transforming Urgent and Emergency
Care Services in England initiative.*

Uptake and use of an EHR by ED clinicians would be strengthened by a succinct clinician
training program, integrating use with ED workflows. EHR training for ED staff should be
delivered as part of training for use of the local CIS. The absence of dedicated training
programs has resulted in lower EHR usage.®’ The recommended approach includes the
following:

e Initial training should occur two weeks prior to a ‘go-live’ EHR launch*?

e Super-users have shown to contribute to successful implementations, with these
users being doctors or nurses who had no patient care responsibilities and
functioned only to support clinical staff in using the EHR system®°

¢ Ongoing EHR training should be frequent and correspond to emergency medicine
clinical rotations of Junior Medical Officers and Registrars, as well as mechanisms for
new staff recruitment®’

¢ Regular staff feedback forums, refresher courses and 24-hour support have been
known to support routine use.>" %

An EHR simulation training environment could demonstrate the benefits to emergency care
and encourage clinician use. An Israeli study!! conducted simulations of an EHR to
emergency clinicians that showed additional information contained in an EHR resulted in
more accurate clinical decisions, as clinicians were able to discern closely-matched
differential diagnoses. This study showed that clinicians who accessed an EHR had reduced
their time for diagnosis and management by an average of two minutes. Findings from this
study showed that access to an EHR can improve timeliness and accuracy of clinical
decision-making, which is particularly useful in an ED environment that includes patients
who may be cognitively unable to provide information that may be available via an EHR.
EHR simulations that replicate an ED setting can encourage use by clinicians without
impacting real patients.'® Another opportunity to promote EHR use was the inclusion of case
studies in training programs that demonstrate ‘best-use’ of the EHR system.>! This can
highlight how the system can be applied to emergency care and could drive clinician uptake.
Localising simulations and case studies based on the hospital’s patient demographic and ED
workflow will further promote the usability and usefulness of an EHR.”

Organisational planning

The importance of establishing a planned and systematic approach at an organisational level
is a common theme in high-level jurisdictional plans. This is illustrated in Wales through an
example of a local planning document.®? This highlights that individual organisations need to
gain a full understanding of their local situation, including local barriers and enablers, and to
plan accordingly.
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5. Conclusion

EHR systems have the potential to assist clinical decision-making, which in turn leads to the
delivery of high-quality patient care. An EHR enables expeditious retrieval of supplementary
health information, which is particularly vital in a time-critical environment such as the ED,
and can reduce reliance on information from patients and carers.

The literature highlights a number of barriers regarding uptake of EHR in ED that are
repeated across emergency care settings, irrespective of size and patient demographics.
The literature indicates that EHRs can improve patient safety, particularly by reducing
adverse drug reactions and unnecessary duplication of diagnostic imaging. Improvements in
patient care are influenced by the involvement of clinicians in determining how EHR routine
use is integrated with ED workflows.

Despite the literature demonstrating benefits on ED workflows, EHR systems have not been
embraced by clinicians, who are seemingly averse to any change that prolongs patient
treatment time. Adoption is inhibited by entrenched ED clinical practices of treating a
patient’s immediate symptoms. Implementation teams should acknowledge the detrimental
impact on time and clinician productivity that EHRs are likely to have in the short term. The
recovery and improvement of clinician productivity, compared to baseline levels, has been
widely documented and should be leveraged as a motivator for routine use.

The literature supports the notion that training and awareness should accompany any EHR
implementation. Equal consideration should be allocated to factors that prepare clinicians for
organisational change. Senior ED clinicians, of all clinical professions, should lead EHR
incorporation into workflows and clinical processes. ED clinicians typically source additional
clinical information via conventional methods such as fax and phone. An EHR system would
substitute this existing process and reduce time taken for patient history gathering.

Clinicians should further develop their understanding of when and how to meaningfully use
EHR content, in order to maximise safety and quality of care. The literature indicates that
EHR content can produce a greater yield for patients with higher complexities, which in turn
can improve patient examination thoroughness and clinical treatment.

EHR system governance can provide assurance to clinicians and develop trust. Data quality
assurance and standards for entering information into an EHR can improve information
exchange in a structured format.® The interpretation and application of EHR content enables
improved discernment regarding closely matched differential diagnoses. ED clinicians are
motivated to adopt and routinely use an EHR when best-use cases are demonstrated.

The literature remains mixed on valid measures of EHR use, as well as post-implementation
optimisation of the EHR system. Nonetheless, the opportunities to improve patient care via
the application of EHR content to clinical practice are universally acknowledged.
Government organisations are investing in EHR implementations across international health
jurisdictions, even in the absence of robust benefit realisation frameworks. Only when EHR
outcomes research catches up with implementation will routine clinician use be
accomplished.
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Appendix 1: Websites searched — grey literature review

Appendices

International (general)

Health Level Seven International (HL7)
International Standards Organisation

Organisation for Economic Cooperation and Development (OECD)

Pan American Health Organisation
SAIl Global

Special Interest Group on Computer Human Interaction (ACM SIGCHI)

The Commonwealth Fund — International Healthcare System Profiles

The Commonwealth Fund

The International Medical Informatics Association (IMIA)
World Health Organisation eHealth

World Health Organisation Europe

Europe (general)

European Commission - eHealth Strategies
European Federation for Medical Informatics (EFMI)
Integrating the Healthcare Enterprise (IHE Europe)

Austria

Austria Public Health Portal (ELGA website)
Federal Ministry of Health and Women

Canada

Canada Health InfoCentral

Canada Health Infoway

Canada's Health Informatics Association (COACH)

Canadian Association of Emergency Physicians (CAEP)
Canadian Health Information Management Association (CHIMA)

Canadian ICTC
Canadian Nursing Informatics Association (CNIA)
National Physician Survey (NPS)

Canadian Provinces and Territories

Alberta

British Columbia
Manitoba

New Brunswick
Newfoundland & Labrador
Northwest Territories
Nova Scotia
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http://www.hl7.org/
http://www.iso.org/
http://www.oecd.org/
http://www.paho.org/
https://infostore.saiglobal.com/
http://www.sigchi.org/
http://international.commonwealthfund.org/
http://www.commonwealthfund.org/
http://www.imia-medinfo.org/new2/
http://www.who.int/eHealth/en/
http://www.euro.who.int/en/home
http://ehealth-strategies.eu/about/about.html
http://www.efmi.org/
https://www.ihe-europe.net/
https://www.gesundheit.gv.at/
https://www.bmgf.gv.at/
https://infocentral.infoway-inforoute.ca/
https://www.infoway-inforoute.ca/en/
http://www.coachorg.com/en/index.asp
http://caep.ca/
https://www.echima.ca/
https://www.ictc-ctic.ca/
https://cnia.ca/
http://nationalphysiciansurvey.ca/
http://www.health.alberta.ca/
http://www2.gov.bc.ca/
http://www.echartmanitoba.ca/
http://www2.gnb.ca/
https://www.nlchi.nl.ca/
http://www.gov.nt.ca/
https://novascotia.ca/

e Nunavut

e Ontario
e Prince Edward Island
e Quebec
e Saskatchewan
e Yukon
Denmark

e Danish Emergency Management Agency
e Danish Ministry of Health

e Danish Regions

e Healthcare Denmark

e Sundhed.gk (“Health.dk™

Denmark Regions

e Capital Region of Denmark

e Central Denmark Region

e North Denmark Region

e Reqion of Southern Denmark
e Region Zealand

United Kingdom

e British Computer Society Health (BCS Health)
e Scottish Clinical Information Management in Practice
e UK Council for Health Informatics Professions (UKCHIP)

NHS / Government websites

e Department of Health

e Health Education England

e NHS England

e eHealth Scotland

e NHS National Services Scotland

e Health & Social Care Services in Northern Ireland — eHealth and Care

e NHS Wales

¢ NHS Digital
e National Information Board

Ireland

e eHealth Ireland

e Healthcare Informatics Society of Ireland (HISI)
e |reland Department of Health

e Ireland Health Information and Quality Authority

United States of America

e Agency for Healthcare Research and Quality
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http://www.gov.nu.ca/
http://www.ehealthontario.on.ca/
https://www.princeedwardisland.ca/
https://www.dcicristalnet.com/
https://www.ehealthsask.ca/
http://www.hss.gov.yk.ca/
http://brs.dk/
http://sum.dk/
http://www.regioner.dk/
http://healthcaredenmark.dk/
https://www.sundhed.dk/
http://www.regionh.dk/
https://www.rm.dk/
http://www.rn.dk/
http://www.regionsyddanmark.dk/
http://www.regionsjaelland.dk/
http://www.bcs.org/category/6044
http://www.scimp.scot.nhs.uk/
http://www.ukchip.org/
https://www.gov.uk/
https://hee.nhs.uk/
https://www.england.nhs.uk/
http://www.ehealth.nhs.scot/
https://nhsnss.org/
http://www.ehealthandcare.hscni.net/eHealth.aspx
http://www.wales.nhs.uk/
https://digital.nhs.uk/
https://www.gov.uk/government/organisations/national-information-board
http://www.ehealthireland.ie/
http://www.hisi.ie/hisi
http://health.gov.ie/future-health/tackling-the-capacity-deficit/eHealth/
http://www.hiqa.ie/
https://psnet.ahrq.gov/topics

e American Institute of Healthcare Improvement

Japan

e Japan Healthcare Info
e Ministry of Health, Labour and Welfare

New Zealand

e Health Informatics New Zealand (HINZ)
e New Zealand Ministry of Health eHealth

Australia

e Agency for Clinical Innovation
e Australasian College for Emergency Medicine

e Australian Commission on Safety and Quality in Healthcare (ACSQHC)

e Australian Digital Health Agency

e Australian General Practice Network

e Australian Medical Association (AMA) (PDF 1.6MB)

e Health Informatics Society of Australia (HISA)

e National eHealth Transition Authority

e Royal Australian College of General Practitioners (RACGP)

e Standards Australia eHealth

e The Australasian College of Health Informatics (ACHI)

e The Australian Health Informatics Education Council (AHIEC)
e United General Practice Australia

Australian states and territories

e ACT Health

e Clinical Excellence Commission, NSW

e Department of Health NT

e Department of Health and Human Services, Victoria
e Department of Human Services, Tasmania

e NSW Bureau of Health Information

e NSW Ministry of Health

e eHealth NSW

e Queensland Health

e SA Health
e WA Health
e eHealthWA
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http://www.ihi.org/resources/Pages/Tools/HowtoGuideImprovingTransitionstoReduceAvoidableRehospitalizations.aspx
http://japanhealthinfo.com/
http://www.mhlw.go.jp/english/
http://www.hinz.org.nz/
http://www.health.govt.nz/our-work/eHealth
http://www.aci.health.nsw.gov.au/
https://acem.org.au/
http://www.safetyandquality.gov.au/
https://www.digitalhealth.gov.au/
https://www.agpg.org.au/
file://192.168.100.10/groups/01-Projects/01-Projects%20-%20Active/ACSQHC/16-122-eHEALTH/Edits/25-Accessibility%20ehealth%20in%20EDs/%E2%80%A2%09https:/ama.com.au/sites/default/files/documents/Clinical_Handover_0.pdf
http://www.hisa.org.au/
http://www.nehta.gov.au/
http://www.racgp.org.au/your-practice/standards/standards4thedition/
http://www.e-health.standards.org.au/Home/Publications.aspx
http://www.achi.org.au/
http://www.ahiec.org.au/
https://gpra.org.au/ugpa/
http://www.health.act.gov.au/
http://www.cec.health.nsw.gov.au/
https://health.nt.gov.au/
https://www2.health.vic.gov.au/
http://www.dhhs.tas.gov.au/
http://www.bhi.nsw.gov.au/
http://www.health.nsw.gov.au/Pages/default.aspx
http://www.ehealth.nsw.gov.au/
https://www.health.qld.gov.au/
http://www.sahealth.sa.gov.au/wps/wcm/connect/Public+Content/SA+Health+Internet/
http://ww2.health.wa.gov.au/
http://www.health.wa.gov.au/eHealthwa/home/

Appendix 2: High-level and summary documents and data

sets for EHR

Document / dataset

The Commonwealth Fund
International Healthcare System
Profiles (May 2017)

‘ Description

This site presents overviews of the healthcare systems of
Australia, Canada, China, Denmark, England, France,
Germany, India, Israel, Italy, Japan, the Netherlands, New
Zealand, Norway, Singapore, Sweden, Switzerland, Taiwan,
and the United States. It is a companion document to the
Commonwealth Fund’s annual International Profiles of
Healthcare Systems report and includes an overview of the
status in relation to EHR implementation.

WHO Global eHealth survey 2015
and associated reports

(see below)

This is the third global survey on eHealth conducted by the
WHO Global Observatory for eHealth (GOe). In relation to
EHR it explores the existence of national EHR systems,
supporting legislation and barriers to implementation.

A number of other reports draw on these results:

¢ WHO Atlas of eHealth country profiles 2015
(PDE 3.3MB)
e WHO European eHealth report 2016 (PDF 5.8MB)

e WHO Global diffusion of eHealth 2016

WHO Atlas of eHealth country
profiles 2015 (PDF 3.3MB)

This Atlas presents data collected on 125 WHO Member
States. The survey was undertaken between April and
August 2015 and represents the most current information on
the use of eHealth in these countries. The Atlas will be a
useful and unique reference tool for policy makers, eHealth
planners and professionals.

WHO European eHealth report 2016
(PDF 5.8MB)

This report on the status of eHealth in the WHO European
Region examines the results of the 2015 WHO global survey
on eHealth to provide insight on how it is being used, major
areas of development, perceived barriers to adoption and
potential areas of growth

WHO Global diffusion of eHealth
2016

The report considers eHealth foundations built through policy
development, funding approaches and capacity building in
eHealth through the training of students and professionals. It
then observes specific eHealth applications such as mHealth,
telehealth, electronic health records systems and eLearning
and how these contribute to the goals of UHC.

WHO Handbook for electronic health

records implementation (draft) (PDFE

2.4MB)

This document provides a guide for policy and decision
makers addressing the most relevant challenges of
implementing EHR at national or regional level. It addresses
a wide range of issues applicable to implementation in
general, but that will also apply to the emergency care
setting.

European Commission

Overview of the national laws on
electronic health records in the EU
Member States and their interaction
with the provision of cross-border
eHealth services (July 2014)

(PDE 1.5MB)

This study provides an overview of the current national laws
on EHRs in the EU Member States. It also addresses
governance more broadly and is a useful summary of how
the various systems have been developed and operate.
Individual reports of participating member states are included
on the site. The report also makes recommendations about
processes such as consent, creation and updating of records,
patient access, secondary use and archiving.
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http://international.commonwealthfund.org/features/ehrs/
http://international.commonwealthfund.org/features/ehrs/
http://international.commonwealthfund.org/features/ehrs/
https://gateway.euro.who.int/en/datasets/ehealth-survey-2015/
http://apps.who.int/iris/bitstream/10665/204523/1/9789241565219_eng.pdf
http://www.euro.who.int/__data/assets/pdf_file/0012/302331/From-Innovation-to-Implementation-eHealth-Report-EU.pdf
http://apps.who.int/iris/bitstream/10665/252529/1/9789241511780-eng.pdf?ua=1
http://apps.who.int/iris/bitstream/10665/204523/1/9789241565219_eng.pdf
http://apps.who.int/iris/bitstream/10665/204523/1/9789241565219_eng.pdf
http://www.euro.who.int/__data/assets/pdf_file/0012/302331/From-Innovation-to-Implementation-eHealth-Report-EU.pdf
http://apps.who.int/iris/bitstream/10665/252529/1/9789241511780-eng.pdf?ua=1
http://apps.who.int/iris/bitstream/10665/252529/1/9789241511780-eng.pdf?ua=1
http://www.paho.org/ict4health/images/docs/DRAFT-Handbook_EHR_Implementation.pdf
http://www.paho.org/ict4health/images/docs/DRAFT-Handbook_EHR_Implementation.pdf
http://www.paho.org/ict4health/images/docs/DRAFT-Handbook_EHR_Implementation.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_report_recommendations_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_report_recommendations_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_report_recommendations_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_report_recommendations_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_report_recommendations_en.pdf

Document / dataset

eSAC European countries on their
journey towards national eHealth
infrastructures (January 2011)

(PDE 1.1MB)

‘ Description

The eHealth Strategies study and progress achieved with
respect to national and regional eHealth solutions in EU and
EEA Member States, with emphasis on barriers and enablers
beyond tech structure elements and selected solutions
emphasised in the European eHealth Action Plan of 2004.

OECD Strengthening health
information infrastructure for
healthcare quality governance: Good
practices, new opportunities and
data privacy protection challenges
(April 2013) (PDF 2.6MB)

This OECD report describes the progress made in OECD
countries to develop national health information
infrastructure, describing good practices and opportunities. It
focuses on two key dimensions: the development and linkage
of health and healthcare data and the development and use
of electronic health record systems, exploring the range of
factors to be addressed for successful implementation.

Implementation Method and Clinical Benefits of Using National EHRs in Australian EDs 70 of 90



http://en.esacproject.net/sites/intranet.esacproject.net/files/ehstrategies_final_report.pdf
http://en.esacproject.net/sites/intranet.esacproject.net/files/ehstrategies_final_report.pdf
http://en.esacproject.net/sites/intranet.esacproject.net/files/ehstrategies_final_report.pdf
https://www.oecd.org/health/Strengthening-Health-Information-Infrastructure_Preliminary-version_2April2013.pdf
https://www.oecd.org/health/Strengthening-Health-Information-Infrastructure_Preliminary-version_2April2013.pdf
https://www.oecd.org/health/Strengthening-Health-Information-Infrastructure_Preliminary-version_2April2013.pdf
https://www.oecd.org/health/Strengthening-Health-Information-Infrastructure_Preliminary-version_2April2013.pdf
https://www.oecd.org/health/Strengthening-Health-Information-Infrastructure_Preliminary-version_2April2013.pdf

Appendix 3: Electronic health records — Global overview

Table 5 provides an overview of the state of adoption of EHRs in 125 WHO member
states.!®® Data is extracted from the findings of the 2015 WHO'’s Global Survey on
eHealth.!'° The table below shows whether the country has introduced a national EHR
system and if there is legislation governing its use. Complete country profiles are available
on the WHO website. 1%’

EHRSs are defined in the report as:!%®

Real-time, patient-centred records that provide immediate and secure information to
authorised users. EHRs typically contain a patient’s medical history, diagnoses and treatment,
medications, allergies, immunisations, as well as radiology images and laboratory results. A
National Electronic Health Records system is most-often implemented under the responsibility
of the national health authority and will typically make a patient's medical history available to
health professionals in healthcare institutions and provide linkages to related services such as
pharmacies, laboratories, specialists, and emergency and medical imaging facilities.

Note: It is important to emphasise that the survey looked at national EHR systems, which
are driven by national governments and publicly funded. Some Member States reported that
their EHR systems did not fit fully within the definition and therefore were unable to have
their EHR implementations recorded in the survey. Therefore the number of implementations
may be underreported. To streamline questions and promote consistency, the survey used
the terms EHRs and EMRs interchangeably although this is not strictly correct. EMRs are in-
house electronic versions of the traditional paper charts that collect, store and display patient
information and EHRs include additional information about the broader spectrum of health
from all clinicians involved in an individual’s care and can be shared electronically with other
authorized health professionals.

Table 5: Global overview of national EHR systems?08

Legislation
governing use of
National EHR system national EHR
Country response Country response
Country (yes, no) Year introduced (yes, no)
Afghanistan n/a n/a n/a
Albania Yes 2015 Yes
Algeria No n/a n/a
Argentina No n/a n/a
Armenia No n/a n/a
Australia Yes 2012 Yes
Austria Yes 2015 Yes
Azerbaijan Yes 2007 Yes
Bahrain Yes n/a n/a
Bangladesh No n/a n/a

Implementation Method and Clinical Benefits of Using National EHRs in Australian EDs 71 of 90



Legislation
governing use of

National EHR system national EHR
Country response Country response

Country (yes, no) Year introduced (yes, no)
Belarus Yes 2005 No
Belgium Yes 2008 Yes
Benin No n/a n/a
Bhutan No n/a n/a
Bosnia and Herzegovina | Yes n/a Yes
Botswana Yes 2004 No
Bulgaria No n/a n/a
Burkina Faso No n/a n/a
Burundi No n/a n/a
Cabo Verde Yes 2005 No
Cambodia Yes 2011 No
Canada Yes 2001 No
Central African Republic | No n/a n/a
Chile Yes 2008 No
China Yes 2009 No
Colombia No n/a n/a
Comoros No n/a n/a
Costa Rica Yes 2011 Yes
Cote d'lvoire No n/a n/a
Croatia No n/a n/a
Cuba No n/a n/a
Cyprus Yes DNA Yes
Czech Republic No n/a n/a
Dencorsic Peopes |
Denmark Yes DNA No
Dominican Republic No n/a n/a
El Salvador Yes 2009 n/a
Equatorial Guinea No n/a n/a
Estonia Yes 2007 Yes
Ethiopia Yes 2008 Yes
Finland Yes 2007 Yes
Gambia No n/a n/a
Georgia No n/a n/a
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Legislation
governing use of

National EHR system national EHR
Country response Country response

Country (yes, no) Year introduced (yes, no)
Ghana No n/a n/a
Greece No n/a n/a
Guatemala No n/a n/a
Guinea-Bissau No n/a n/a
Honduras No n/a n/a
Hungary No n/a n/a
Iceland Yes 2004 Yes
ggn (Islamic Republic Yes 2002 Yes
Iraq n/a n/a n/a
Ireland No n/a n/a
Israel Yes 2012 No
Italy Yes 2012 Yes
Jamaica Yes 2014 No
Japan No n/a n/a
Jordan Yes 2009 Yes
Kazakhstan Yes 2003 No
Kenya No n/a n/a
Kiribati Yes 2012 n/a
Kyrgyzstan No n/a n/a
I[_)ae(:nz(z(rjz?tlii SRepublic No na na
Latvia No n/a n/a
Lebanon No n/a n/a
Lesotho Yes 1986 No
Lithuania Yes 2011 Yes
Luxembourg Yes 2015 Yes
Madagascar No n/a n/a
Malawi Yes 2009 No
Malaysia Yes 2003 No
Maldives No n/a n/a
Mali No n/a n/a
Malta No n/a n/a
Mauritania No n/a n/a
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Legislation
governing use of

National EHR system national EHR
Country response Country response

Country (yes, no) Year introduced (yes, no)
Mexico Yes 2004 Yes
Mongolia Yes 2004 Yes
Montenegro Yes 2000 Yes
Morocco No n/a n/a
Netherlands No n/a n/a
New Zealand No n/a n/a
Niger No n/a n/a
Norway Yes 1981 Yes
Oman Yes 1997 Yes
Pakistan Yes 2013 Yes
Panama Yes 2012 No
Paraguay Yes 2010 Yes
Peru Yes 2015 Yes
Philippines No n/a n/a
Poland No n/a n/a
Portugal Yes 2012 Yes
Qatar No n/a n/a
Republic of Moldova Yes 2014 No
Romania Yes 2014 Yes
Russian Federation Yes 2013 No
Rwanda n/a n/a n/a
San Marino Yes 1990 No
Senegal No n/a n/a
Serbia No n/a n/a
Seychelles No n/a n/a
Singapore Yes 2011 n/a
Slovenia No n/a n/a
Somalia No n/a n/a
South Africa No n/a n/a
South Sudan No n/a n/a
Spain Yes 2009 n/a
Sudan No n/a n/a
Sweden No n/a n/a
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Legislation
governing use of

National EHR system national EHR
Country response Country response

Country (yes, no) Year introduced (yes, no)
Switzerland No n/a n/a

Syrian Arab Republic No n/a n/a

Tajikistan Yes 2013 No

Timor-Leste Yes n/a No

Trinidad and Tobago No n/a n/a

Tunisia n/a n/a n/a

Turkey Yes 2008 Yes

Turkmenistan Yes 2010 Yes

Uganda No n/a n/a

Ukraine No n/a n/a

United Kingdom of
Great Britain and No n/a n/a
Northern Ireland

United States of

America No n/a n/a
Uruguay Yes 2014 n/a
Uzbekistan Yes 2015 No
Vietnam No n/a n/a
Zambia Yes 2009 No
Zimbabwe No n/a n/a

n/a = not applicable
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Appendix 4: National EHR system features by jurisdiction

Country

Northern

Process Feature Australia Austria Denmark England Ireland Scotland
General EHR name; date e My Health e ELGA ¢ Sundhedsjournalen | ¢ Summary Care | e Emergency e Emergency e Welsh GP
introduced: main Record (Elektronische (National Health Record 2008 Care Summary Care Summary Record
website e 2012 Gesundheitsakte) Record) 2014 (ECS) — 2008 (ECS) -2006 (2016)
e 2015 This is the GP (no public (formerly the
summary. access to main Individual
o Northern Ireland site) Health
Electronic Care | o Key Record —
Record (NIECR) Information 2005)
— 2013 This is Summary
the broader (KIS) -2013
record / system o Palliative Care
providing Summary
access to data (PCS) - 2009
from a range of
sources — see
below.
Coverage e Approximately | e Data not e 67% of individual e 96% of people e 99% of 1.8 e ECS-99.9% e 65% of 3
(population with 21% of total available healthcare registered with million of people million
record) population is providers use a GP have a population registered with
registered (as sundhed.dk portal Summary Care a GP have an
of 14/9/17) through which the Record (55 ESC (5.1
National Health million records) million).
Record is (2016) o KIS —2-3%
accessed have a KIS
(generally for
complex,
chronically ill)
Accessiblein ED/ | ® Pilotonly e Public hospital e Public hospital roll | e Progressively e 2008 e 2006  National
urgent care roll out in 2015 out (from 2013) from 2008 agreement for
settings (roll out in ED not (roll out in ED not introduction to
specified) specified) ED from 2009
(Individual
Health
Record)
Governance Overseeing ¢ Australian e ELGA GmbH ¢ National eHealth ¢ Managed by ¢ eHealth and ¢ eHealth e NHS Wales
agencies Digital Health Authority (NSI) Data Social Care Division NHS Informatics
Agency ¢ Regional eHealth Coordination Board Scotland Service
Organisation (RSI) Board o Information e Wales
Sharing Board Information
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https://www.digitalhealth.gov.au/get-started-with-digital-health/what-is-digital-health/features-of-the-my-health-record-system
https://www.digitalhealth.gov.au/get-started-with-digital-health/what-is-digital-health/features-of-the-my-health-record-system
https://www.gesundheit.gv.at/elga/inhalt
https://www.sundhed.dk/borger/min-side/min-sundhedsjournal/
https://digital.nhs.uk/summary-care-records
https://digital.nhs.uk/summary-care-records
https://www.nidirect.gov.uk/articles/northern-ireland-electronic-care-record-niecr
https://www.nidirect.gov.uk/articles/northern-ireland-electronic-care-record-niecr
https://www.nidirect.gov.uk/articles/northern-ireland-electronic-care-record-niecr
http://www.gprecord.wales.nhs.uk/home
http://www.gprecord.wales.nhs.uk/home
https://www.digitalhealth.gov.au/
https://www.digitalhealth.gov.au/
https://www.digitalhealth.gov.au/
http://www.datadictionary.nhs.uk/data_dictionary/nhs_business_definitions/d/data_coordination_board_de.asp?shownav=1
http://www.datadictionary.nhs.uk/data_dictionary/nhs_business_definitions/d/data_coordination_board_de.asp?shownav=1
http://www.datadictionary.nhs.uk/data_dictionary/nhs_business_definitions/d/data_coordination_board_de.asp?shownav=1
http://www.ehealth.nhs.scot/
http://www.ehealth.nhs.scot/
http://www.ehealth.nhs.scot/
http://www.wigb.wales.nhs.uk/
http://www.wigb.wales.nhs.uk/

Process

Feature

Australia

Austria

Denmark

Country

England

Northern
Ireland

Scotland

¢ Implemented by Governance
NHS Digital Board
(previously the
Health and
Social Care
Information
Centre)
National eHealth o National Digital | e Austrian eHealth e Strateqy for Digital e Five Year e eHealth and e National o Informed
and related Health Strateqgy Strategy 2005 Welfare 2013-2020 Forward View Care Strateqy eHealth Health and
strategies (2017) (PDF 1MB) (PDF 2.2MB) (2014) and 2016 Strategy 2014- Care— A
e Austria ICT e Denmark update 2017 Digital Health
strategy (2015- eGovernment e Personalised (PDF 689KB) and Social
2018) (in Digital Strategy Health and Care (and Care Strateqgy
German) 2016-2020 2020 supporting for Wales
(PDE 2.2MB) eHealth 2015
¢ Information and Finance and (PDF 847KB)
technology for eHealth
better care: Our Technical
strateqy for Strategies)
2015-2020 ¢ Digital Health
(PDF 445KB) and Social
o Digital Strategy: Care Strategy
Leading the 2017-2022 is
Culture Change currently under
in Health and development
Care (2012) e Health and
(PDF 296KB) Social Care
Information
Sharing — A
Strateqgic
Framework
2014-2020
(PDF 550KB)
Legislation and Specific EHR Specific EHR Specific EHR Specific EHR Specific EHR Specific EHR Specific EHR
data protection legislation: legislation (in legislation: legislation: legislation: legislation: legislation:
protocols* o My Health German): « None « None « None * None * None
*not an exhaustive Records Act e ELGAACt2013 | giher legislations Other legislation: | Other legislation: | Other Other
list 2012 (PDF 282KB) ; ; ; legislation: legislation:
e My Health Other legislations e Act on Processing e Data Protection e Data Protection
sereatl 9 of Personal Data Act 1998 Act 1998 e Data e Data

Records Rule
2016

(in German)

2000

e Overview of
governance and

Protection Act
1998

Protection Act
1998
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http://www.wigb.wales.nhs.uk/
http://www.wigb.wales.nhs.uk/
https://www.digitalhealth.gov.au/australias-national-digital-health-strategy
https://www.digitalhealth.gov.au/australias-national-digital-health-strategy
https://www.digitalhealth.gov.au/australias-national-digital-health-strategy
http://www.initiative-elga.at/initiative/service_infos/Entwurf_oesterreichische_e_health_strategie.pdf
http://www.initiative-elga.at/initiative/service_infos/Entwurf_oesterreichische_e_health_strategie.pdf
http://www.itstrategie.at/en/chapter-list/18923
http://www.itstrategie.at/en/chapter-list/18923
http://www.itstrategie.at/en/chapter-list/18923
https://www.google.com.au/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwjMnNCw1qbWAhVBpZQKHa-OANcQFggpMAA&url=https%3A%2F%2Fwww.digst.dk%2F%7E%2Fmedia%2FFiles%2FEnglish%2FStrategy_for_Digital_Welfare.pdf&usg=AFQjCNHmSDRcdEKZmVBSc1NZs-20iIb20g
https://www.google.com.au/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwjMnNCw1qbWAhVBpZQKHa-OANcQFggpMAA&url=https%3A%2F%2Fwww.digst.dk%2F%7E%2Fmedia%2FFiles%2FEnglish%2FStrategy_for_Digital_Welfare.pdf&usg=AFQjCNHmSDRcdEKZmVBSc1NZs-20iIb20g
https://www.digst.dk/Servicemenu/English/Policy-and-Strategy/Digital-Strategy-2016to2020
https://www.digst.dk/Servicemenu/English/Policy-and-Strategy/Digital-Strategy-2016to2020
https://www.digst.dk/Servicemenu/English/Policy-and-Strategy/Digital-Strategy-2016to2020
https://www.digst.dk/Servicemenu/English/Policy-and-Strategy/Digital-Strategy-2016to2020
https://www.england.nhs.uk/five-year-forward-view/
https://www.england.nhs.uk/five-year-forward-view/
https://nhsbtdbe.blob.core.windows.net/umbraco-assets-corp/1670/personalised_health_and_care_2020.pdf
https://nhsbtdbe.blob.core.windows.net/umbraco-assets-corp/1670/personalised_health_and_care_2020.pdf
https://nhsbtdbe.blob.core.windows.net/umbraco-assets-corp/1670/personalised_health_and_care_2020.pdf
http://content.digital.nhs.uk/media/16232/HSCIC-Draft-Strategy-2015-2020-Information-and-technology-for-better-care/pdf/80435_HSCIC_Strategy_2015-2020-v1f.pdf
http://content.digital.nhs.uk/media/16232/HSCIC-Draft-Strategy-2015-2020-Information-and-technology-for-better-care/pdf/80435_HSCIC_Strategy_2015-2020-v1f.pdf
http://content.digital.nhs.uk/media/16232/HSCIC-Draft-Strategy-2015-2020-Information-and-technology-for-better-care/pdf/80435_HSCIC_Strategy_2015-2020-v1f.pdf
http://content.digital.nhs.uk/media/16232/HSCIC-Draft-Strategy-2015-2020-Information-and-technology-for-better-care/pdf/80435_HSCIC_Strategy_2015-2020-v1f.pdf
http://content.digital.nhs.uk/media/16232/HSCIC-Draft-Strategy-2015-2020-Information-and-technology-for-better-care/pdf/80435_HSCIC_Strategy_2015-2020-v1f.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/213222/final-report1.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/213222/final-report1.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/213222/final-report1.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/213222/final-report1.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/213222/final-report1.pdf
https://www.health-ni.gov.uk/publications/ehealth-and-care-strategy
https://www.health-ni.gov.uk/publications/ehealth-and-care-strategy
https://www.health-ni.gov.uk/publications/ehealth-and-care-strategy
http://www.gov.scot/Resource/0047/00472754.pdf
http://www.gov.scot/Resource/0047/00472754.pdf
http://www.gov.scot/Resource/0047/00472754.pdf
http://www.gov.scot/Resource/0047/00472754.pdf
http://www.ehealth.nhs.scot/strategies/the-person-centred-ehealth-strategy-and-delivery-plan-stage-one/
http://www.ehealth.nhs.scot/strategies/the-person-centred-ehealth-strategy-and-delivery-plan-stage-one/
http://www.ehealth.nhs.scot/strategies/the-person-centred-ehealth-strategy-and-delivery-plan-stage-one/
http://www.ehealth.nhs.scot/strategies/the-person-centred-ehealth-strategy-and-delivery-plan-stage-one/
http://www.gov.scot/Resource/0046/00469375.pdf
http://www.gov.scot/Resource/0046/00469375.pdf
http://www.gov.scot/Resource/0046/00469375.pdf
http://www.gov.scot/Resource/0046/00469375.pdf
http://www.gov.scot/Resource/0046/00469375.pdf
http://www.gov.scot/Resource/0046/00469375.pdf
http://www.gov.scot/Resource/0046/00469375.pdf
http://gov.wales/docs/dhss/publications/151215reporten.pdf
http://gov.wales/docs/dhss/publications/151215reporten.pdf
http://gov.wales/docs/dhss/publications/151215reporten.pdf
http://gov.wales/docs/dhss/publications/151215reporten.pdf
http://gov.wales/docs/dhss/publications/151215reporten.pdf
http://gov.wales/docs/dhss/publications/151215reporten.pdf
http://gov.wales/docs/dhss/publications/151215reporten.pdf
https://www.legislation.gov.au/Series/C2012A00063
https://www.legislation.gov.au/Series/C2012A00063
https://www.legislation.gov.au/Series/C2012A00063
https://www.legislation.gov.au/Details/F2016C00607
https://www.legislation.gov.au/Details/F2016C00607
https://www.legislation.gov.au/Details/F2016C00607
https://www.elga.gv.at/fileadmin/user_upload/Dokumente_PDF_MP4/Recht/BMB-VO_BGBLA_2015_II_106.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf

Process

Feature

Australia

e My Health
Records

Reqgulation
2012

Other
legislation:

e Privacy Act
1988

e Healthcare

Austria

Data Protection

Denmark

e Overview of

Act (DSG 2000)

governance and

(PDF 100KB)

eGovernment Act

law in Denmark
(PDF 701KB)

(PDF 659KB)

Overview of

governance and
law in Austria

(PDF 705KB)

Country

England

e Caldicott
Principles (PDF

Northern
Ireland

law in UK (PDF
1.1MB)

777KB)

e Overview of

governance and
law in UK (PDF

1.1MB)

Scotland

e Public Records
Act (Scotland)
2011

e Overview of

governance
and law in UK

(PDF 1.1MB)

Other protocols:
¢ Data Sharing

e Freedom of
Information
Act

Other
protocols:

e Caldicott
Report

e Wales Accord
on Sharing of

Identifiers Act Code of Personal
2010 Practice (PDF Information
e Healthcare 841KB) WASPI
Identifiers e Caldicott e Overview of
Regulations Principles governance
2010 (PDF 777KB) and law in UK
(PDF 1.1MB)
Unique patient e Individual e Citizene-card or | e Unique personal e NHS number ¢ Health and Care | ¢ Community e NHS number
identifier Healthcare mobile phone identifier (CPRY); Number Health Index
Identifier (IHI) signature based digital signature (CGD)
¢ Everyone with on their social NEM-ID e Each citizen
a Medicare or security number can only be
Department of registered with
Veterans’ one GP
Affairs (DVA) practice
card has an IHI
System Structure Centralised and Centralised and Centralised Centralised and Centralised and Centralised Centralised
decentralised decentralised repository decentralised decentralised rand repository
model repositories e The National model model decentralised e WGPR is
e Health records | e« ELGA contains a Health Record is e The Summary o The Emergency | Model available on
are either collection of links stored centrally Care Record is Care Summary e ECS and KIS the Welsh
uploaded into to data stored in and accessed via stored on the is available as are available Care Records
the National decentralised the Sundhed.dk Spine and part of the on the central Service.
Repositories repositories portal accessible via NIECR repository
Service (NRS) e Medication data e The information is the Spine portal accessible via (ECS Store).
or obtained are stored in collected from which also the HSC secure accessible via
from encrypted form in hospitals in all five hosts other network. NIECR local clinical
participating a central Danish regions, as shared services. also collects and portals in NHS
repositories repository. well as from GPs links to regions
(such as DHS « Access to health and other private information from through which
operated data and practice healthcare other sources clinicians
repositories, provider. including access a range
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https://www.legislation.gov.au/Details/F2016C00766
https://www.legislation.gov.au/Details/F2016C00766
https://www.legislation.gov.au/Details/F2016C00766
https://www.legislation.gov.au/Details/F2016C00766
https://www.legislation.gov.au/Series/C2004A03712
https://www.legislation.gov.au/Series/C2004A03712
https://www.legislation.gov.au/Details/C2010C00440
https://www.legislation.gov.au/Details/C2010C00440
https://www.legislation.gov.au/Details/C2010C00440
https://www.legislation.gov.au/Details/F2010L01829
https://www.legislation.gov.au/Details/F2010L01829
https://www.legislation.gov.au/Details/F2010L01829
https://www.legislation.gov.au/Details/F2010L01829
https://www.elga.gv.at/fileadmin/user_upload/Dokumente_PDF_MP4/Recht/DSG_2000.pdf
https://www.elga.gv.at/fileadmin/user_upload/Dokumente_PDF_MP4/Recht/DSG_2000.pdf
https://www.elga.gv.at/fileadmin/user_upload/Dokumente_PDF_MP4/Recht/DSG_2000.pdf
https://www.elga.gv.at/fileadmin/user_upload/Dokumente_PDF_MP4/Recht/e-Government_Gesetz.pdf
https://www.elga.gv.at/fileadmin/user_upload/Dokumente_PDF_MP4/Recht/e-Government_Gesetz.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_austria_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_austria_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_austria_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_austria_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_denmark_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_denmark_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_denmark_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_denmark_en.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://ico.org.uk/media/for-organisations/documents/1068/data_sharing_code_of_practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf
http://www.wales.nhs.uk/waspi
http://www.wales.nhs.uk/waspi
http://www.wales.nhs.uk/waspi
http://www.wales.nhs.uk/waspi
http://www.wales.nhs.uk/waspi
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/laws_united_kingdom_en.pdf
https://www.humanservices.gov.au/individuals/services/medicare/healthcare-identifiers
https://www.humanservices.gov.au/individuals/services/medicare/healthcare-identifiers
https://www.humanservices.gov.au/individuals/services/medicare/healthcare-identifiers
https://digital.nhs.uk/NHS-Number
http://www.ndc.scot.nhs.uk/Dictionary-A-Z/Definitions/index.asp?ID=128&Title=CHI%20Number
http://www.ndc.scot.nhs.uk/Dictionary-A-Z/Definitions/index.asp?ID=128&Title=CHI%20Number
http://www.ndc.scot.nhs.uk/Dictionary-A-Z/Definitions/index.asp?ID=128&Title=CHI%20Number
https://digital.nhs.uk/NHS-Number
https://www.sundhed.dk/
https://digital.nhs.uk/spine

Process

Feature

Australia

diagnostic

service

providers,
public health
systems).

e Access is via
the Provider
Portal for
healthcare
professionals
and via the
MyGov website
for patients.

e Some individual
states have
local portals
through which
the My Health

Record is

accessed.

Austria

medication is via
the ELGA Portal.

Denmark

Country

England

Northern
Ireland
hospital records,

imaging, and
pathology.

Scotland

of other local
and linked
data.

Data source and

e Data is sourced

e Most data

e Data is sourced

e GPrecords are

e GP records are

e GPrecords

e GPrecords

updating from authorised (except for from local the source of the source of are the source are the

healthcare medication data) hospital and data for the data for the of data for the source of
provider are sourced from GP/specialist SCR. Emergency ECS and KIS. data.
systems hospitals, GP/ EHR systems and | e Datais Care Summary. e Datais ‘pulled’
(mainly primary specialist transferred to the automatically e The timing of from the record
care) which are repositories and central repository. ‘pulled’ from the information twice daily.
uploaded to the displayed as links | e Only authorised record when it is extraction form ¢ Data can only
NRS and on the ELGA healthcare updated. GP records was be updated at
participating portal. professionals can e Data can only not available. the GP
repositories. e Medication data create, host and be updated at e Other datais practice.

e Datais also is sourced from a access data. the GP practice. drawn from e There are local
sourced from central ¢ Existing data can ¢ Patients and hospital records, exceptions
patients’ own repository. only be updated or other health imaging, and where, for
documents and | ¢ Only ELGA edited by the providers pathology, as example other
notes uploaded healthcare healthcare provider cannot add to or described health
to My Health providers can who registered the change the above. professionals
Record. create, host, data. SCR. ¢ Information can can create or

e Authorised access and also be update the KIS
healthcare update data. recorded directly without having
providers can on the system access to the
enter data (limited details GP system.
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https://www.gesundheit.gv.at/

Process

Feature

Australia

Austria

Denmark

Country

England

Northern
Ireland

Scotland

using available about
Conformant how this occurs)
Clinical e Only authorised
Software. healthcare
professionals
can create, host
and access
data.
¢ Patients cannot
directly access
or change the
data.
Content Scope ¢ Health ¢ Health ¢ Health ¢ Health ¢ Health e ECS —Health e Health
e Social care e Social care (in e KIS — Health
expanded and social care
record)

Specific content My Health ELGA currently National Health Summary Care Emergency Care ECS contains: Welsh GP
Record contains | contains: Record contains: Record core Summary Record | | Demographics Record
_c(lzggljcn?:ants e Laboratory data | e Laboratory data information: L (name, DOB, | contains:
m « Radiology data o Imaging « Demographics e Demographics CHI number, e Demographic

o T (name, DOB, GP surgery e Current
healthcare o Medications e Medications o Medications gender, o ent
providers: ) : tact ¢ Medication medication

. Medl_cal and e Allergies e Adverse contac prescribed by and
. ggir;i ;ealth g_ursr;ng I e Vaccination reaction details) GP medication
Ischarge letters i Medication rescribed in
(created by the from public records * Allergies * ; * Adverse p
- | . prescribed by d the last two
patient’s hospitals e Hospital notes Expanded Gp reactions an ears
‘nominated Planned content and treatments — information (with ) allergies to Y .
healthcare ainc‘fu d‘;‘,’s_ € care summaries | patient consent): | ¢ Allergies medicines * Allergies or
provider’) — ) ' from hospitals e Pastand NIECR contains KIS contains: any a_tdverse
medical e Patientsummary | | op a0 gther present - reactions
history, current — overview of A e Emergency * Past medical Current
Y " healthcare medical history history (High- e Curren
medications key health data L Care story (HIg bl
- , . specialists — an d problems or
allergies (from primary ; e Reason for Summary priority rea : ;
gies, care) overview of medication codes are diagnosis
adverse o services received i *  Laboratory automatically | ¢ Results of
reactions, e Vaccination and over time * Anticipatory results included) tests in the
immunisations) immunisation care . f
o Referrals — from : . e Imaging Baseli previous
e Event status healthcare information e.g. results * paseine year, for
Summaries — | o Qutpatient rofessionals care of long igati functional and example
created by repors p term conditions | ¢ Investigation clinical status, blood tests
other providers » Contact details of requests and x-rays
y!
primary physician
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Australia

Austria

Denmark

Country

England

Northern
Ireland

Scotland

(e.9. _ Pathology report and other health Communication | e Appointments including
grr:]a;ngﬁfts, Imaging professionals preferences e Encounter capacity
depar%mer){t) Mother-child e End of life care and discharge Triggers for
Hospital pass e Immunisations letters deterioration
discharge Wills Exclusions: E:er[jesn;ﬁﬁre
: . Sensitive
summaries Precautional ; c
Pathol g powers Y information like arrangements
d_at ology an _ fertility treatments, Emergency
diagnostic Legal medical sexually contacts and
imaging register transmitted next of kin
reports infections, details
e Prescribed pregnancy e How far to
and _dlspensed terminations and escalate care
medication gender
« Specialist and reassignment are * Preferred
referral not automatically place of care,
included. and final care,
documents ifi
other specific
Medicare, PBS patient/carer
and PRBS wishes
information e Palliative care
Organ donor information
decisions :
e Legal issues
Immunisations such as power
Personal health of attorney
notes written by ¢ DNACPR
individual or an status
authorised ial al
representative: * Special alerts
— for example
. Contgct § around staff
numbers an safety
emergency
contact details
e Current
medications
e Allergy
information
and previous
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Process

Feature

Australia

adverse
reactions

e Indigenous
status

e Veteran or
ADF status

e Advance care
planning
documents

Austria

Denmark

Country

England

Northern
Ireland

Scotland

Client / patient
participation &
permissions

Participation
model

Record creation

o Presently
voluntary 'opt-
in' system for
creating the
record.

e The automatic
creation of My
Health Record
(opt out
model) for
every
Australian will
begin from mid-
2018.

Ongoing access
Patients can:

Record creation

o Patients may opt
out of ELGA
totally. Patients
can choose to
opt-in at any
time.

e Patients can also
opt out for certain
components of
the system (e.g.
e-medication, e-
reports)
(situational opt-
out)

e Patients who
have fully opted
out and opted in
again will start

Record creation
e Authorised

healthcare
professional are
under legal
obligation to keep
and update health
records. Patient
consent is not
required to create
the record; not
allowed to refuse
creation of health
data.

Ongoing access
o Generally, patients’

consent to
treatment also

Record creation

e Patient may opt
out of having a
record created
by GP.

e Patient can
choose to opt
out at any time
(by advising
their GP).

e Patient can also
provide consent
to enable more
extensive
information to
be included in
the record (as
above).

Record creation

e Patient may opt
out of having a
record created
by their GP.

e Patient advises
GP if they do
not wish for
ECR to be made
available
through NIECR.

Ongoing access

e Each clinician
must obtain
consent from
the patient to
access the
record for each

ECS Record
creation

o Patient may
opt out of
having a
record created
by their GP.

e Patient can
choose to opt
out at any
time. When
this happens,
all data
including
historic data is
removed from
ECS Store.

Ongoing access

Record
creation

e Patient may
opt out of
having a
record
created by
their GP.

e Patient can
choose to opt
out at any
time.

Ongoing
access

o Patient
consent
required
every time the

e Hide an Hedt . : -
clinical é/ata or with a blank implies consent for | ©Ongoing access episode of care. | o Each clinician records are
Medicare ELGA record; healthcare e Each clinician « Consentinan must obtain accessed
documents data previously providers to access must obtain emergency consent from
and restore saved in the data necessary for consent from situation is not the patient to
hidden system is treatment. the patient to clear. access the
documents. deleted. Patients have access the ECS record for
Once hidden, . limited abilities to record for each each episode
this Ongoing access refuse access to episode of care. of care.
information is Patients can: health data in o Exception is « Exception is
not accessible, | « Choose to opt- certain when the when the
even in an out of specific circumstances patient unaple patient unaple
emergency. encounters or (details unclear) to consent in an to consent in
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Country

Northern

Process Feature Australia Austria Denmark England Ireland Scotland

e Control who
accesses their
information

o Prevent other
healthcare
providers from
accessing
record unless in
an emergency

o Flag specific
documents as
‘limited access’,
and control who
can view these
documents

Emergency
access is granted

without patients’
consent if

deemed

necessary for
treatment

during a E emergency
specified Emergency access situation.
timeframe is however always

(exception is
when the patient
unable to
consent in an
emergency
situation).

Delete links to
health data

Prevent access
by a particular
healthcare
provider or
institute to a
particular piece
or all of their
data

Control duration
of access.

For highly-
sensitive
encounters such
as HIV
infections,
psychiatric
treatment,
genetic
examinations,
and abortions,
the healthcare
provider is
obliged to inform
the patient
actively about
their rights to
request a
situational opt-
out.

granted if deemed
necessary for
treatment.

an emergency
situation.

KIS Record
creation

o Patients opt in
to the creation
of a KIS record

Ongoing access

e Consent for
viewing in
secondary
care is not
required.
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Country

Northern

Process Feature Australia Austria Denmark England Ireland Scotland
Patient access e Patients can Patients can e Patients can e Patient cannot | e Patient cannot | e Patient e Patient
and contribution access via access, view and access and view directly access directly access cannot access to
to data myGov download records via the record but the ECR but can directly WGPR is
account. records once sundhed.dk portal can request a request a copy access the intended to
e They can they have using their NEM-ID copy from the from the GP. record but can be available
control health electronically login. GP. e Request to the request a copy in 2017.
provider access identified Patient access to e They can GP or Health from the GP.
to the record as themselves by a data is delayed (up request a Trust can be e They can
described mobile phone to two weeks for change to the made to see the request a
above. signature or the hospital records; information if NIECR. The change to the
e They can citizen card/e- up to 45 days for they think it is hospital or information if
contribute card. GP/specialist incorrect. surgery has 40 they think it is
content as Patients can consultations) to days to respond incorrect.
described delete links to prevent to a request in
above. health data and coincidental writing.
can prevent access before
access by a communication of
particular health status by
healthcare the health
provider or professional.
institute as Patients cannot
described above. contribute directly
Patients cannot to the data.
change or
contribute to the
data.
Access by Health e Access only by Access only by Access only by e Accessonly by | e Access only by ¢ Available only | e Hospital
health professional healthcare authorised authorised authorised authorised HSC to those doctors and
providers & authorisation providers healthcare healthcare health service staff involved in involved nurses
data registered with providers providers involved staff. provision of directly in care. directly
protection the HI Service involved directly directly in patient e Access care. e ECS was involved in
(Healthcare in patient care care and restricted e Detail of initially care.
Provider and treatment. treatment. depending on authorisation restricted to ¢ Doctors and
Identifier). Authorised Level of access role e.g. clinical process not authorised nurses
AHPRA providers are restricted versus non- available. health service working in the
registered registered with depending on role clinical (Role providers in GP out of
health ELGA, called (Role Based Based Access out of hours hours service
professionals ELGA healthcare Access Control). Control). medical and directly
are providers (ELGA- centres, NHS involved in
automatically GDA). 24, hospital care.
registered. and emergency e Hospital
allocated departments pharmacists
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Country

Northern

Process Feature Australia Austria Denmark England Ireland Scotland
Healthcare but since and
Provider expanded to pharmacy
Identifier for ambulance, technicians
Individuals hospital directly
(HPI-I). Other pharmacists, involved in
providers hospices and care.
required to secondary In the future
apply for an care users. community-
HPI-I. Security based
Only healthcare protocol pharmacists,
providers requires that emergency
involved in the users only services first
patient’s care access responder
can access a information and advanced
patient's My relevant to paramedics
Health Record. their role but directly
The My Health this is not involved in
Record enforced by person’s care,
healthcare the system. will also have
provider access to
individual's Welsh GP
registration Record.
process.
Health service Access only by Access only by e Separate e Accessonlyby | e Separate Access only by Separate
authorisation healthcare authorised authorisation authorised authorisation authorised authorisation
providers healthcare process for health health services. process for health process for
registered with services involved services not health services services. health
the HI Service. directly in patient specified not specified Initially services not
My Health care and restricted to specified
Record treatment. out of hours
healthcare Authorised medical
provider institutions / centres, NHS
organisation's providers are 24, hospital
registration registered with emergency
process ELGA, called departments
ELGA healthcare but expanding,
providers (ELGA- as above.
GDA) As above,
users can
access using a
facility within
that patient’s
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Country

Northern

Process Feature Australia Austria Denmark Ireland Scotland

England

record in their
own clinical
system or
portal. Boards
will register all
users and
have
processes in
place to control
role based
access, ensure
that clinicians
access
ECS/KIS
appropriately
and audit
users.

Access process A National e Access by e Access by Access is via Access via Access via e Access
Authentication healthcare healthcare the Spine portal secure HSC local clinical requires user
Service for providers is providers is using a NHS network portal. portals in NHS name and
Health (NASH) through the through the smartcard and Patient consent regions. password
Public Key ELGA portal. Sundhed.dk passcode required every Can usually be
Infrastructure Validation and portal. time the records accessed via
(PKI) Certificate proof of e Patients’ consent are accessed interface with
is a digital treatment to treatment also Regular audits user's main
certificate that relationship is implies consent for are made of system so that
authenticates required (e.g. by healthcare who has multiple
an individual scanning the providers to access accessed the passwords not
provider or patient’s citizen data necessary for record (no required.
organisation card/e-card). treatment. technical data
whenever they Default duration | e There are different about how this
access the My of access = 28 rules for is conducted).

Health Record days after proof identification and
system of treatment (e.g. authentication
Healthcare inserting of ecard which are
providers have and healthcare dependent on
two methods to provider card in regional EHR
access My the office); systems (controlled
Health Record: pharmacies can via local data
via conformant only access controller in
clinical software ELGA for 2 accordance
which connects hours.
to and interacts
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Feature

Australia

with the My
Health Record
system; and
through the
National
Provider Portal
(read-only via
the internet
browser).

Austria

Denmark

Country

England

Northern
Ireland

Scotland

Data protection
strategies

System records
and reports all
instances of
data access.
This is shown
in the
healthcare
identifier
history.
Education and
awareness
programs which
highlight the
need for
individuals to
protect
themselves
against security
threats, hoaxes
and scamming
activities.
Monitoring
access to My
Health Records
and the My
Health Record
system to
quickly detect
suspicious or
inappropriate
behaviour.
Rigorous, on-
going security

System records
and reports all
instances of data
access which is
available to
patients.

System records
and reports all
instances of data
access which is
available to
patients.
Bi-annual audit is

conducted where a

random sample of
log files are
checked for
irregularities.

e System records
and reports all
instances of
data access.

e Each time an
SCRis viewed,
an alert will be
generated on a
system
database called
the alert viewer.
Future plans
include enabling
direct access to
such alerts /
records by
patients.
Presently a
report can be
requested by
the patient.

e Thereis
auditing of
these records to
identify
breaches.

e Thereis
mandatory
training for
authorised
health
professionals
regarding data

e Data access is
audited (no
specific details
provided).

e The ECS Store
keeps an audit
trail of all
successful and
attempted
accesses to
ECS records.

e GPscan
access ECS
Store and
review the
audit trail for
the records of
patients
registered with
their practice.

e Auditing is also
conducted by
health boards
as above.

e Arecordis
kept of all
access.

e GP surgery
can check who
accesses
record

o Health Boards
also audit.

National
Intelligent
Integrated
Audit System
(NHAS)

o NIIAS keeps
a log of every
access to a
patient’s
medical
record and
who looked at
the record.
The system
integrates
with a wide
range of
existing
electronic
health record
systems to
produce a
range of
automatically
generated
reports,
instantly
highlighting
any potential
issues if
access has
not been for
the legitimate
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Country

Northern
Process Feature Australia Austria Denmark England Ireland Scotland

testing, protection care of the
including responsibilities. patient.
penetration e System includes
testing. screen

e Australian reminders
Health Digital regarding data
Agency security protection.
and
authentication
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